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Acknowledgement of Country

The Information and Privacy Commission NSW acknowledges, respects and values
Aboriginal peoples as the Traditional Custodians of the lands on which we live, walk and
work. We pay our respects to Elders past, present and future. We recognise and remain
committed to honouring Aboriginal and Torres Strait Islander peoples’ unique cultural
and spiritual relationships, and continuing connection to their lands, waters and seas. We
acknowledge their history here on these lands and their rich contribution to our society.

We also acknowledge our Aboriginal colleagues within the public sector who are an integral
part of our diverse workforce, and recognise the knowledge embedded forever in Aboriginal
and Torres Strait Islander custodianship of Country and cultures.




Letters to the President and Speaker

The Hon. Matthew Ryan Mason-Cox MLC
President of the Legislative Council
Parliament House

Macquarie Street

Sydney NSW 2000

The Hon. Jonathan O’Dea MP
Speaker of the Legislative Assembly
Parliament House

Macquarie Street

Sydney NSW 2000

31 October 2022

Dear Mr President and Mr Speaker,

In accordance with the Annual Reports (Departments)
Act 1985, the Government Information (Information
Commissioner) Act 2009, and the Privacy and Personal
Information Protection Act 1998, | am pleased to present
the Annual Report of the Information and Privacy
Commission NSW.

This report provides an account of the work of the
Information and Privacy Commission NSW during the
2021/22 financial year.

The report meets the requirements for annual reports as
required by the NSW Premier in Ministerial Memorandum
M2013-09. This report demonstrates our agency’s
performance and activities while incurring minimal
production costs.

Yours sincerely,

Elizabeth Tydd
IPC CEO, Information Commissioner
NSW Open Data Advocate

Dear Mr President and Mr Speaker,

In accordance with section 61A of the Privacy and Personal
Information Protection Act 1998, | am pleased to present
the following report on the work and activities of the Privacy
Commissioner for the 12 months ended 30 June 2022.

In addition, under section 61B of the Privacy and Personal
Information Protection Act 1998, this Annual Report includes
a report on the operation of the Privacy and Personal
Information Protection Act 1998 across all public sector
agencies for 12 months ended 30 June 2022.

A copy of the report will be provided to the Attorney
General and the Minister for Customer Service and Digital
Government, Minister for Small Business, and Minister for
Fair Trading as Ministers responsible for this legislation, as
specified under sections 61A (2) and 61B (2) of the Privacy
and Personal Information Protection Act 1998.

Yours sincerely,

Samantha Gavel
Privacy Commissioner
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Highlights for 2021/22

Privacy Awareness 1 privacy audit finalised
Week 2-8 May 2022

4 proactive
information access
audits finalised

Commencement of
the IPC Strategic Plan
2022 - 2024 and IPC

Regulatory Plan

Release of 4 new 2022 - 2024
animations on
citizens’ rights and
agency obligations
under the GIPA Act
and PPIP Act

Launch of the
IPC Facebook page

Memorandum of Understanding Miarati §
(MOU) signed with the Department of LIl G EEED e S

and document management

Customer Service for the delivery of ) )
servers for improved service

corporate services

IPC Annual Report | 2021/22 5



Performance report card 2021/22

Pillar 1: Service Delivery & Excellence

v

v
v

GIPA - 1542 enquiries finalised / 168 advices finalised / 374 reviews finalised / 48 complaints
finalised / 4 proactive audits finalised

Privacy — 1604 enquiries finalised / 219 advices finalised / 231 reviews finalised / 111 complaints
finalised

189 voluntary breach notifications were made to the Privacy Commissioner

Pillar 2: Engagement & Influence

v

v

Commissioners provided submissions to 9 reviews and inquiries conducted by government
including 5 joint submissions by the Information Commissioner and the Privacy Commissioner

143 tweets on Twitter / 150 posts on LinkedIn / 26 posts on Facebook / 84 e-alerts to
stakeholders / 15 media releases / 4 public statements / 28 new publications

Pillar 3: Rights Promotion & Impact

Y

460,319 page views and a 4.8% increase in website visits to ipc.nsw.gov.au

1963 phone enquiries and 1177 enquiries handled in writing or in person

28 new information access, privacy and corporate publications were delivered

34 publications updated by the Publications Review Working Group

Major campaigns conducted for Right to Know Week and Privacy Awareness Week

538 new e-learning registrations by agencies and members of the public

6

Pillar 4: Operational Excellence

v
v

100% of staff have a Performance and Development Plan (PDP) in place

Over 1346 hours of staff training to improve service delivery and rebalance capabilities to be an
effective, contemporary regulator

IPC Annual Report | 2021/22



Overview

Elizabeth Tydd

- Chief Executive Officer, Information Commissioner
and NSW Open Data Advocate

Achievements and Report to NSW Parliament

Maintaining and advancing a
responsible and representative
democratic government

Globally we are experiencing transformation of both
government processes and our systems of government. Not
only have we witnessed significant threats to democracy and
conduct corrosive to our systems of government, we have
irrefutable evidence of the decline of democracy:

The level of democracy enjoyed by the average global citizen
in 2021 is down to a low point not registered since 1989.
From this perspective, the last ten years set the world back
32 years. The far-reaching expansion of rights and freedoms
around the world over that period has been eradicated.’

The bedrock of the Government Information (Public
Access) Act 2009 (GIPA Act) is enshrined in the object of
the Act: to maintain and advance a system of responsible
and representative democratic Government that is open,
accountable, fair and effective. Government information is
opened by the GIPA Act and its statutory presumption in
favour of disclosure of government information.

Government information is the primary source of
government accountability. Not only must government
information be created but it must be vigilantly guarded and
protected. Access to government information safeguards
our democracy against the arbitrary use of power and it
provides the lens though which we can gauge fairness.
Globally, the right to access information has been reduced in
some way by governments over the past decade. A record
of 35 countries suffered significant deteriorations in freedom
of expression at the hands of governments — an increase
from only 5 countries 10 years ago.?

The GIPA Act provides the primary mechanism for citizen
engagement and government accountability; it should be
strengthened in response to rapid changes in government
processes and in line with public expectations regarding
open government and factors in favour of disclosure of

government information. Significantly, matters of paramount
public importance such as the care and protection of the
environment are not legislated public interest factors in favour
of disclosure.

Progress to ensure effectiveness has been made in other
jurisdictions. Let the sunshine in - the Coaldrake Review?
provides valuable insights and recommendations to
progress integrity, openness and trust in government. All
recommendations have been accepted by the Queensland
Government and accordingly, work is underway to further
advance the current approach to proactive release of
Cabinet documents. In NSW, there is no mechanism to
release the more broadly described Cabinet Information.
These developments in other jurisdictions present a genuine
opportunity to advance information access rights and ensure
they are fit for purpose.

Government information is the primary
source of government accountability. Not
only must government information be
created but it must be vigilantly guarded and

profected. Access fo government information
safeguards our democracy against the
arbitrary use of power and it provides the lens
though which we can gauge fairness.

The channels through which government transacts have
dramatically changed.* e-Government has accelerated in
recent years to deliver services, and importantly funding,

in response to dire climatic events. The benefits of digital
service delivery by government to citizens at a transactional
level are manifest.

https://v-dem.net/media/publications/dr_2022.pdf
https://v-dem.net/media/publications/dr 2022.pdf

W =

https://www.coaldrakereview.qld.gov.au/assets/custom/docs/coaldrake-review-final-report-28-june-2022. pdf

https://www.un.org/en/desa/new-global-survey-shows-e-government-emerging-powerful-tool
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However, the opportunity created by e-Government must
not be reduced to a transactional level. Government is
more than a kiosk and concierge function. Government

is the custodian of our social and economic resources;

it implements the policies and programs that transcend

all aspects of our lives; and establishes the settings for

our current and future society through thought leadership
and an unwavering commitment to serving the public
interest.® Those settings include our educational and health
systems, transportation, housing, cyber security and digital
infrastructure, and our justice system. These vast areas

of responsibility demand transparency and accountability
by government to the citizens they serve. Importantly,

they require new modes of engagement to promote a
participative democracy.

Concurrent with the implementation of e-Government,
government has a responsibility to simultaneously
systematise e-Governance.

e-Governance is described by UNESCO as the public
sector’s use of the most innovative information and
communication technologies to deliver citizens with
improved services, reliable information and greater
knowledge in order to facilitate access to the governing
process and encourage deeper participation.

Citizens must not be alienated from government because of
a focus on the transactional elements of government and a
failure to focus on the pillars of Open Government:

Transparency
Accountability
Integrity

Citizen participation.

Democracy is more than policies, institutions, and election
cycles. It is about active citizenship, honest dialogue, and
two-way trust between governments and people. A system
in which citizens have a real say in how their society is run
and what choices are made, not once every four to five
years, but daily.®

As a Member of Australia’s OGP Working Group, | led the
delivery of a commitment under the Third NAP by the State,
Territory and Commonwealth Information Commissioners
and Ombudsmen to issue a Statement of Principles to
support the proactive release of government information.”

Effective oversight of fundamental
human rights

In NSW, we have firmly established e-Government to better
deliver funds, services and transact with citizens. These
new channels present efficiencies, facilitate instantaneous
engagement and introduce new risks. Risks and realised
harms require an expert, comprehensive and calibrated
response. Within NSW, the solution lies in fortifying our
existing integrity agencies and systems.

The Information and Privacy Commission (IPC) is now a well-
established and respected integrity agency and one which

is responsive to a dynamic government environment. Our
expertise in information governance has provided unique
insights into emerging harms and risks and importantly
informed the customisation of effective and practical
treatments.

As new risks emerge because of the efficiencies delivered
by digital government, it is essential that we recognise the
impact on enshrined human rights — the right to information
and privacy. Information access rights can be impacted
adversely in the everyday operation of government internally
through the use of:

e instant messaging software and encrypted and/or
irrecoverable communication for purposes that give
rise to a requirement for creation and retention of
government records

e portals to combine data sets that are accessible to
participating agencies under federated models but
preclude any agency from ‘holding’ all of the information
for reproduction to citizens or potentially oversight
bodies®

e Cross agency records management systems that
introduce barriers to information access through ‘cluster’
arrangements and archiving approaches®

e digital records that require treatment to bring them
into existence for the purposes of providing access in
circumstances where agencies are entitled to refuse to
produce a ‘new’ government record in response to an
access application™

e machine-enhanced decision-making software and
artificial intelligence systems that operate absent
recognised safeguards, including notice and
explainability. !

In the context of the GIPA Act, digital government has
presented challenges that were not contemplated by the
drafters and as such may not be overcome by the extant
statute. A more expansive approach to legislation to
accommodate e-Government would better preserve the
right to access information and ensure that NSW remains at
the forefront of recognised leaders in information access.

GIPA Act section 13

GIPA Act section 4

GIPA Act sections 53 and 60
0 GIPA Act section 75

" GIPA Act sections 20 and 23
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The reputation of the NSW IPC continues to grow
internationally. This year, we hosted another international
delegation and assisted in establishing the Asian Access
to Information Alliance. Additionally, this year | will have
the honour of presenting at the invitation of UNESCO to
the Global Right to Information Conference 2022 focusing
on ‘Artificial Intelligence, e-Governance and Access to
Information’ in Uzbekistan in September 2022.

Within the IPC, we are well positioned to provide a
comprehensive and forward-thinking approach to
information governance. This year, we have a strong and
engaged Information and Privacy Advisory Committee
(IPAC). The expertise they generously bring to our work
is unparalleled. Our proactive compliance program
enables us to detect and respond to emerging threats to
the fundamental human rights we oversee: the right to
information and the right to privacy.'?

In major digital projects, the IPC provides advice under the
Digital Restart Fund Act 2020 to preserve and promote
rights. The IPC has applied its expertise to provide
recommendations for remediation of potential harms.
Importantly, we have published guidance for agencies
embarking on digital projects to facilitate the preservation of
information access and privacy rights.'®

Operationally, the IPC’s positive performance outcomes
over the past year are clearly demonstrated in our ability to
deal with high case volumes and retain both timeliness and
importantly quality outcomes. We have undertaken more
proactive work and will continue to publish related reports
to guide agencies towards compliance. Our budgetary
arrangements including unforeseen escalations in corporate
charges require vigilance and ongoing advocacy to secure
the effective exercise of statutory functions.

Strategically, we have proactively promoted information
access and privacy rights in an increasingly digital
environment with audits and advices that provide
contemporary insights and strategies to preserve citizens’
fundamental rights and position agencies to protect those
rights in digital government. Our communication and
engagement with citizens are increasingly sophisticated,
targeted and responsive to identified needs. Harnessing
technology to better fuffill our statutory responsibilities will be
a focal point of our future success.

Forward focus — Promoting democracy

Our established operating model, reputation and
effectiveness ensure our credibility in preserving and
promoting information governance in e-Government. The
solutions to the challenges presented by e-Government
must be designed to address real and potential harms to
these fundamental human rights with the authority that only
an independent integrity commission can offer.

The antidote to the erosion of trust in contemporary
governments is e-Governance. As CEO and Information
Commissioner, my forward focus will be to ensure

that we inform NSW’s progress from a transactional
e-Government model to a mature e-Governance approach
that institutionalises democratic processes and values in all
manifestations of digital government.

The solutions to the challenges presented
by e-Government must be designed
to address real and potential harms to

these fundamental human rights with the
authority that only an independent integrity
commission can offer.

Central to the achievement of this now essential transition are:

e integrating the object of the GIPA Act within
e-Government to inculcate digital democracy,
transparency, online citizen participation and online
public discussion alongside online public service delivery

e ensuring that the GIPA Act remains fit for purpose in an
e-Government environment

e building upon the reputation of the IPC as a
conscientious contributor to integrity in NSW and
entrenching the IPC as a recognised integrity agency.

The IPC’s capacity to achieve these objectives is guaranteed
by the expert and dedicated IPC staff and my valued fellow
Commissioner, Ms Samantha Gavel. In offering my gratitude
to them | acknowledge their unwavering commitment to the
rights we promote and protect.

I look forward to working with government and agencies
to build their capacity to preserve and promote the right
to access information and foster a healthy participatory
democracy that serves the people of NSW with
transparency, accountability and integrity.

Elizabeth Tydd
IPC CEO, Information Commissioner
NSW Open Data Advocate

Dip Social Welfare, B Laws, Grad Dip Legal Practice,
M Laws

Cert of Governance, Governance Institute

GAICD

Executive Certificate in Public Policy,

Harvard Kennedy School

2 Universal Declaration of Human Rights Article 19 and Article 12

S https:/www.ipc.nsw.gov.au/sites/default/files/2020-10/Fact Sheet Digital projects for agencies October 2020.pdf
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Overview

Samantha Gavel

Privacy Commissioner
Achievements and Report fo NSW Parliament

Introduction

The COVID-19 pandemic has significantly changed the
way that many people live and work. It has accelerated
existing trends towards the greater use of data and digital
technology and has also increased the preference by the
public to access services, including government services,
through digital channels. These trends are likely to persist
into the future.

The NSW government has made a strong commitment

to digital government and developing digital products and
services to enable the public to interact with government
and government services in a more seamless and customer-
focused way.

Digital technology provides us with many benefits, such as
faster and easier access to services, but it also significantly
increases the risk of privacy harms. This is because digital
technology enables the collection and use of personal
information on a far greater scale than is possible with
paper-based systems. Personal information held in

digital systems is also at risk of cyber breaches, if it is not
appropriately secured.

This means that privacy protection needs to be at the
heart and centre of our increasingly connected and digital
world. This is particularly important in the context of
NSW government services and technology, to ensure the
community can have confidence in these services and
systems. Putting privacy at the centre through a privacy-
by-design approach and implementing robust privacy
protections ensures that digital systems and services are
safe and secure and engender community trust, so that
people will engage with and use these services.

During 2021/22, a key focus for the IPC was to work with
NSW government agencies to promote and protect privacy
rights and reduce privacy risks, particularly in relation to
projects and services involving the use of digital technology.

Privacy protection needs to be at the heart

and centre of our increasingly connected and
digital world.

COVID-19 pandemic

During the reporting period, the ongoing COVID-19
pandemic required a continuation of public health measures
by government to assist in keeping the community safe.
Some of these measures required careful consideration of
privacy issues. The IPC provided advice and assistance to
agencies to ensure privacy rights of citizens were considered
and preserved in measures and initiatives to manage the
pandemic.

In the previous reporting period, the IPC consulted with

the Department of Customer Service (DCS) and Service
NSW in the development of the QR code check-in tool, to
ensure privacy risks were considered and mitigated through
appropriate measures, such as the deletion of contact
information after 28 days if not needed for contact tracing.

These consultations continued into the current reporting
period, as changes and new features were added to the
tool. This included the feature to enable the importation

of digital COVID-19 vaccination certificates from Medicare
into the Service NSW app to show proof of vaccination
where this was required to enter a venue. It also included
changes to the Service NSW website and app to enable the
registration of positive Rapid Antigen Tests.

The IPC also consulted with Service NSW and the
Department of Education regarding the implementation of
a digital solution to enable visitors to check into schools
and, while public health orders required, the provision of
contact tracing data. From November 2021, the need to
collect contact tracing data ceased as COVID-19 check-in
requirements were wound back.

8 Additional funding for the Digital Restart Fund (DRF) was announced in the 2021 Budget, bringing the total allocation to $2.1B
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Additional safeguards for COVID-19
check-in data

In November 2021, the NSW Parliament passed legislation
to ensure that contact information collected by Service
NSW for contact tracing purposes could only be used

for that purpose and related purposes — and not for any
other purpose. This provided legislative safeguards and
assurances to the public to assist in promoting trust in the
systems set up to enable them to comply with Public Health
Orders and provide contact information for contact tracing
purposes.

As Privacy Commissioner, this initiative had my full support,
as an important way for the NSW government to enhance
the trustworthiness of these systems.

Mandatory Notification of Data Breaches
Scheme

In May 2021, the Attorney General and the Minister for
Customer Service and Digital Government, Minister for
Small Business, and Minister for Fair Trading announced the
release of the exposure draft of the Privacy and Personal
Information Protection Amendment Bill 2021 for public
consultation. The consultation period closed in late June
2021.

The aim of the bill is to strengthen privacy protection in NSW
by establishing a Mandatory Notification of Data Breaches
(MNDB) Scheme and to extend coverage of the Privacy

and Personal Information Protection Act 1998 (PPIP) Act to
state-owned corporations (SOCs) that are not regulated by
the Commonwealth Privacy Act 1988.

During 2021/22, the Department of Communities and
Justice (DCJ) continued to develop and refine the bill,

in order to incorporate information received through the
consultation process. DCJ consulted with the IPC as this
work to refine the bill has proceeded.

The IPC has received additional funding to implement the
MNDB Scheme and has taken a number of steps to facilitate
the implementation of the scheme, including development

of a project plan and work program which includes drafting
of guidance for agencies, consideration of technology
enhancements and adjustments to IPC IT systems and case
work mapping and workflows.

The work plan addresses three key areas:

e Resources to assist agencies and citizens, including
the development of guidelines and other resources to
assist agencies to prepare for the implementation of the
Scheme

e [T infrastructure, including tailored case management
and reporting systems, as well as systems to facilitate
the receipt of notifications by the IPC

e Compliance and reporting, including tailored
investigation and reporting procedures, as well as
systems to support collection and reporting of statistical
data and periodic reporting to Parliament and citizens on
the outcomes of the Scheme.

Much of this work will need to be undertaken once the
legislation to support the Scheme has been passed by the
Parliament and prior to the Scheme coming into effect.

Cyber security and data breaches

The cyber security threat environment deteriorated
significantly at the start of the pandemic in early 2020.
During 2021 and throughout the reporting period, the cyber
security threat level remained elevated, with a number of
cyber breaches perpetrated by malicious actors based
overseas, impacting organisations in Australia, including
NSW government agencies.

An example of this was a cyber incident that affected the
Department of Education’s information technology systems
in July 2021.

The IPC provided advice to the Department and other
agencies to assist them to respond to, mitigate and notify
those affected by data breaches, including breaches caused
by cyber-attacks, as well as human error and other causes.

The IPC also consulted with the Department of Education
on a proposed Public Interest Direction to enable the
Department to check with the Australian Death Check
(ADC) Service to confirm whether people who needed to
be notified about the breach were deceased. This was to
reduce the risk of psychological harm or distress to family
members of deceased individuals if they were to receive a
notification for their family member.

The Public Interest Direction was time-limited and included
appropriate safeguards for the sharing of information

with the ADC service. These included encryption of data,
temporary storage of data and data minimisation.

As Privacy Commissioner, | was satisfied of the public
interest in making the Direction for this purpose and made
the Direction on 27 January 2022 with approval from the
Attorney General, who consulted with the Minister for
Customer Service and Digital Government, Minister for Small
Business, and Minister for Fair Trading.

Data breaches caused by human error constituted the
majority of breaches reported to the IPC under its voluntary
notification scheme, but NSW agencies continue to face
threats from well-resourced, malicious global actors.

Ensuring personal information is appropriately secured is

a requirement of NSW privacy law. Robust cyber security
measures are critical to keeping personal information held in
digital systems safe and secure.

This heightened threat environment is likely to continue
into the future and it poses significant challenges to NSW
agencies, as well as organisations across the globe.

Robust cyber security measures are critical to

keeping personal information held in
digital systems safe and secure.
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A whole-of-government approach is required to manage
these challenges. The IPC contributes to this approach
through the provision of guidance, tools and advice to
agencies and citizens, promotion of good information
governance and oversighting internal privacy reviews about
privacy breaches by agencies.

Privacy Awareness Week NSW 2022

The IPC celebrated Privacy Awareness Week (PAW) NSW
2022 from 2-8 May 2022. PAW is an international campaign
that highlights the importance of privacy. The IPC’s PAW
campaign was focused on both public sector agencies

and citizens with the aim of improving understanding

and awareness of NSW privacy legislation, and to raise
awareness of a person’s privacy rights and agency
obligations.

The theme for this year’s campaign was ‘Privacy: The
Foundation of Trust — we all have a role to play’.

The IPC hosted its annual PAW event for NSW public sector
leaders on Tuesday, 3 May 2022. The event was held in a
hybrid format, with people attending in-person or online.
The event, titled ‘Insights and Lessons — Preparing for

the MNDB’, was focused on assisting NSW public sector
agencies to prepare for the upcoming MNDB Scheme.

The session covered insights and lessons learned across
government agencies with respect to data breaches, and
the types of systems, policies and procedures agencies will
need to prepare ahead of the MNDB Scheme'’s introduction

in order to report privacy breaches and notify those affected.

The Attorney General opened the event and speakers at the
event included Professor Lyria Bennett Moses from UNSW
and Professor David Lacey from IDCARE. The IPC’s Sonia
Minutillo participated in a facilitated Question & Answer
session with Scott Johnston, Chief Commissioner of State
Revenue, Commissioner of Fines Administration and Deputy
Secretary, Revenue NSW.

Over 200 people attended online and comments from the
smaller number of people who attended in person were very
positive about the quality of the speakers and the insights
and advice provided. Feedback provided by attendees was
very positive.

During PAW, the IPC released a number of resources for
agencies and citizens, including two animations outlining
the Information Privacy Principles (IPPs) and Health Privacy
Principles (HPPs) in an engaging format and a new tool to
assist agencies to conduct a Privacy Impact Assessment
(PIA) of their websites. Over 60 agencies signed up as PAW
Champions, to assist in spreading the PAW message within
their agencies. A number of agencies held PAW events, as
well as the NSW Privacy and Right to Know Practitioners’
Network.
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The results of the IPC’s latest two-yearly survey of NSW
community attitudes towards privacy and privacy breaches
were also published during PAW. The results provide a
broad and indicative sense of the public’s view of how
privacy is regarded in areas such as data breaches by NSW
government agencies, citizens’ awareness of their right to
access their personal information, where to go to report the
misuse of personal information or how to make a privacy
complaint. More information about the results of the survey
are provided on page 53 of this report.

Looking forward

The importance of enhancing public trust in government
services has been demonstrated throughout the pandemic.

The IPC has worked effectively with NSW government
agencies to ensure that digital services and projects
developed by government incorporate robust privacy
protections.

The pace of development and innovation in the digital
space is likely to continue and even increase into the future.
Ensuring that privacy is at the centre of digital technology
and digital innovation will enable NSW government agencies
to secure the benefits of this technology, while minimising
the risk of harm to privacy rights. The IPC will continue to
promote the need for agencies to focus on incorporating
good privacy practice into the projects and services they
provide for the benefit of the NSW public.

Ensuring that privacy is at the centre of digital
technology and digital innovation will enable

NSW government agencies to secure the
benefits of this technology, while minimising
the risk of harm to privacy rights.

In closing, | would like to pay tribute to the work of the staff
and Directors of the IPC, all of whom make a significant
contribution to ensuring that privacy rights in NSW are
promoted and protected. | would also like to thank my
colleague, Elizabeth Tydd, CEO of the IPC and Information
Commissioner, for her dedicated leadership of the agency
and unfailing support during the year.

Samantha Gavel
Privacy Commissioner

B Arts, GAICD



Section 61B Report on the Operation of
the Privacy and Personal Information

Protection Act 1998

The PPIP Act provides the legislative framework for
protecting privacy in NSW by (inter alia) placing obligations
on NSW government agencies to comply with the IPPs

(and the HPPs) outlined in the Act and conferring privacy
rights on citizens in relation to breaches of the IPPs by NSW
government agencies.

Section 61B of the PPIP Act provides for the Privacy
Commissioner to prepare and publish a report on the
operation of the PPIP Act each year.

Of particular relevance to the operation of the PPIP Act
during the 2021/22 reporting year was the continuation

of work to consult on and refine the Privacy and Personal
Information Protection Amendment Bill 2021 and the
enactment of amendments to the PPIP Act to authorise the
sharing of personal information during emergencies. These
developments are discussed in more detail below.

Proposed legislation to strengthen the
PPIP Act

In May 2021, the NSW government released a draft
exposure bill, the Privacy and Personal Information
Protection Amendment Bill 2021 (the Bill), for public
consultation. The aim of the Bill is to strengthen privacy
protection in NSW by establishing a MNDB Scheme and
to extend coverage of the PPIP Act to SOCs that are not
regulated by the Commonwealth Privacy Act 1998.

In late June 2021, the Privacy Commissioner provided

a submission in response to the consultation on the Bill,
supporting the establishment of the MNDB Scheme and the
proposal to extend the PPIP Act to SOCs.

The submission also addressed a number of issues relating
to the proposed MNDB Scheme, including the threshold
for notification, the timeframe for notification, exemptions
from notification and the potential resourcing impact of the
proposals on the IPC.

During the 2021/22 reporting period, DCJ continued

to develop and refine the Bill, in order to incorporate
information received through the consultation process. DCJ
consulted with the IPC as this work proceeded, as well as
DCS and NSW Health.

Sharing of personal information during
emergencies

Following consultation with the Privacy Commissioner,
legislation was introduced into Parliament in October
2021 to amend the PPIP Act and the Health Records
and Information Privacy Act 2002 (HRIP Act) to authorise
the collection, use and disclosure of personal and health
information:

e where it is reasonably necessary to assist in a stage of
an emergency, as defined by the State Emergency and
Rescue Management Act 1989 (NSW), and

e itisimpracticable or unreasonable to seek the consent
of the individual to whom the information relates.

The amendments limit disclosure to where required to assist
in a stage of an emergency. Personal information collected
for this purpose must not be held for longer than eighteen
months and must not be used for prosecuting an offence.

These changes implemented recommendations of the NSW
Bushfire Inquiry held following the 2019-20 bushfires.

Additional safeguards for COVID-19
check-in data

The Privacy Commissioner consulted with DCS late last year
on a draft bill to provide legislative safeguards for personal
information and health information collected by Service NSW
in relation to COVID-19, including data collected via the
Service NSW QR Code and check-in app.

The Service NSW (One-stop Access to Government
Services) Amendment (COVID-19 Information Privacy) Bill
2021 was introduced into Parliament on 10 November 2021
and received assent on 29 November 2021. The aim of

the legislation is to promote public trust in the collection of
personal and health information by Service NSW for contact
tracing and other purposes related to the management of
COVID-19 and strengthen the government’s commitment to
robust privacy protections for this information.

The legislation will assist in supporting the continued
acceptance by the community of any future public health
requirements for the collection of personal and health and
information by Service NSW or via the QR code and check-
in tool, should these be required in future to manage the
on-going COVID-19 pandemic.

Although this bill made amendments to the Service NSW
(One-stop Access to Government Services) Act 2013 and
not to the PPIP Act, it is included in this report, due to its
importance in strengthening privacy protections in NSW.
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Privacy complaints under the PPIP Act

The PPIP Act provides two avenues for complaints about
privacy issues. Where the complaint is about an alleged
privacy breach by a NSW government agency, the PPIP Act
provides for an internal review under Part 5 of the PPIP Act
to be undertaken by the agency. This pathway enables the
agency to investigate the breach and provide an explanation
or resolution of the complaint. The Privacy Commissioner
has an oversight role in relation to internal reviews and the
complainant has the right to seek a review by the NSW Civil
and Administrative Tribunal (NCAT) if they are not satisfied
with the outcome of the review.

Internal reviews are required to be completed in a timely
manner by agencies to enable the Privacy Commissioner’s
oversight role to be exercised prior to the review being
finalised. The IPC has procedures to follow up with agencies
at regular intervals to assist with enabling matters to be
finalised in a timely manner. These procedures have proven
to be effective, as demonstrated by the timeframes for
closure of privacy reviews by the IPC since the procedures
were introduced.

Internal reviews constitute about two thirds of the IPC’s
privacy casework.

In 2021/22, there was a 16% decline in the number of
privacy reviews received by the IPC. This followed consistent
increases in the number of reviews received in recent years,
including an 11.8% increase in 2020/21 and a 36% increase
in 2019/20. The decline in privacy reviews during the

current reporting period may indicate the number of reviews
stabilising, after significant increases during the last two
years. These increases may have resulted from heightened
concern about privacy issues during the pandemic, due to
the introduction of public health measures and an elevated
cyber threat environment. It is notable that this year’s figures
are still higher than those of the year before the pandemic
emerged and therefore a continuation of the trend towards
an increasing caseload for the IPC.

The top three issues raised in internal reviews during
2021/22 were in relation to the following IPPs:

e Principle 11 (limits on disclosure of personal information)

e Principle 5 (retention and security of personal
information)

e Principle 10 (limits on use of personal information).

The PPIP Act also provides a pathway for a complaint to

be considered by the Privacy Commissioner. If the Privacy
Commissioner decides to deal with a complaint, the PPIP
Act requires that the Privacy Commissioner must try to
conciliate the complaint. The complainant does not have a
right of review to the Tribunal where a complaint is dealt with
by the Privacy Commissioner.

The Privacy Commissioner only deals with a relatively small
number of complaints under the complaint pathway each
year, because the majority of complaints under the PPIP Act
are dealt with via the internal review pathway.

The Privacy Commissioner also has complaint handling
functions under the HRIP Act. More information about
privacy complaints under the HRIP Act is available on page
38 of this report.

Regulated sectors

The PPIP Act regulates NSW state government agencies,
including government departments and agencies, public
universities and local councils. The Act’s remit is broad,

and regulated entities range in size from large government
cluster agencies, through to small, regional and remote local
councils.

Most privacy complaints received by the Privacy
Commissioner relate to applications for internal review by
NSW government departments and agencies. This is the
largest sector regulated by the Privacy Commissioner and
therefore higher numbers of complaints than other sectors
are within expectations. Cluster agencies account for the
majority of the internal review applications, due to their
size and functions, which include the handling of personal
information of NSW citizens. The Council sector and
University sector account for lower numbers of complaints,
due to the smaller size of these sectors.

In order to assist agencies to comply with the PPIP Act, the
IPC provides guidance and tools on its website, including
guidance about conducting internal reviews under the

PPIP Act, learning modules for agency staff and self-
assessment tools to assist agencies with identifying areas
where compliance could be improved and elevating their
compliance.

The IPC has a Compliance Committee that meets quarterly
to consider a range of factors in order to identify areas of
focus for regulatory activity by the IPC.

Privacy Management Plans

During the reporting period, the IPC conducted a desktop
audit to measure the existence and currency of agency
Privacy Management Plans (PMPs). NSW public sector
agencies are required under section 33 of the PPIP Act to
have a PMP. An agency’s PMP should also be made publicly
available on the agency’s website and made available in
other ways on request. Section 33 of the PPIP Act further
provides that agencies must provide a copy of their PMP

to the Privacy Commissioner as soon as practicable after
preparation or amendment.

5 For more information about SOCs and the PPIP Act see the IPC Fact Sheet at https://www.ipc.nsw.gov.au/fact-sheet-state-owned-corporations-

socs-and-your-right-government-and-personal-information

6 Service NSW suffered a cyber incident in early 2020. The Ministry of Health and Transport for NSW were impacted by the global breach of Accellion

software in early 2021.
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A PMP is a strategic planning document in which each
public sector agency describes the measures it proposes
to take to ensure that it complies with the PPIP Act and the
HRIP Act.

The desktop audit provided important insights to enable the
IPC to consider current and future regulatory engagement
with agencies in relation to their PMPs.

Further information about the audit and its outcomes is
available on the IPC website.

The IPC’s Guide to making PMPs is currently being updated
and will assist agencies to ensure they are complying

with their obligations and producing PMPs that achieve

the objective of promoting compliance with NSW privacy
legislation.

Samantha Gavel
Privacy Commissioner

B Arts, GAICD
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Priorities for 2022/23

Deliver collaborative pieces of guidance with
relevant agencies on how technologies link to
compliance obligations

Undertake roadshows and other proactive
communication strategies, using available
resources across the organisation to promote
education around key strategic issues for IPC

Implement External

Audit Checklist and Implement Governance Framework
Timetable and Action Plan

Undertake comprehensive exit surveys of staff

Organise training to assist staff with
developing skills for Service Delivery including
best practice record keeping
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About the IPC

Our purpose
To champion
information access

and privacy rights
for the people
of NSW.

lan Naylor Sonia Minutillo Jessica Kavanagh

Director, Business Director, Investigation Director, Legal Counsel
Improvement and Reporting and Regulatory Advice
Who we are Our vision

The IPC is an independent statutory authority that
administers NSW legislation dealing with privacy and access
to government information. The IPC was established on

1 January 2011 to provide a single point of service with
respect to information access and privacy rights, ensuring
that agencies and individuals can access consistent
information, guidance and coordinated training about
information access and privacy matters.

The IPC is recognised as a separate agency under
Schedule 1 of the Government Sector Employment Act 2013
(GSE Act).

What we do

The IPC promotes and protects privacy and information
access rights in NSW by providing information, advice,
assistance and training for agencies and individuals on
privacy and information access matters. The IPC reviews
the performance and decisions of agencies and investigates
and conciliates complaints relating to government agencies,
health service providers (both public and private) and some
large organisations that deal with health information. The IPC
also provides feedback to government about the legislation
and relevant developments in the law and technology.

Our service charter

We are committed to providing you with the best service we
can and to ensuring that you are able to provide feedback by:

1. delivering the best standard of service that reflects
our values

2. ensuring that you can provide us with feedback on the
service you received, how we treated you and how we
dealt with your information.
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The people of NSW can be confident that their access to
information and privacy rights are upheld and protected.

Our values

The IPC’s Values Framework was developed in line with
the Government Sector Core Values. The IPC’s Values are:
Accountable, Service Focused, Proactive, Independent,
Integrity and Trust. Please see the next page for more
information.

Our stakeholders

NSW Parliament

Members of the public

NSW Government (Premier, Attorney General, and
Minister for Customer Service and Digital Government,
Minister for Small Business, and Minister for Fair Trading)
NSW Parliamentary Committee on the Ombudsman, the
Law Enforcement Conduct Commission and the Crime
Commission

NSW public sector agencies including state government
bodies, councils, SOCs* and universities
Non-Government Organisations delivering contracted
services to the public on behalf of NSW Government
agencies

Ministers and their staff

Members of Parliament and their staff

Other Information and Privacy Commissioners and
Ombudsmen

IPAC

Other oversight accountability agencies

Media

Staff.

* Exempted under the PPIP Act



rformatin QUIr Values Framework

commission

new south wales

Accountable

¢ Taking responsibility for our decisions and
actions individually and as a group, using
transparent process and making defendable
decisions.

When displayed, we feel confident, secure,
respected and respectful. On an organisational
level, we feel obligations are being fulfilled.

We demonstrate it when we take ownership
of actions and decisions to deliver our
business objectives.

Proactive

¢ |dentifying opportunities and taking the
inifiative to plan constructively and implement
practices, demonstrating leadership.

When displayed, we feel personally and
professionally prepared, confident and
respected, leading to a sense of achievement
and empowerment.

We demonstrate it when we think about
the big picture, initiate ideas and act on
opportunities, flexibly and thoughtfully.

Integrlty

e Demonstrating our values through consistent
and appropriate actions and holding ourselves
to a recognised high standard.

When displayed, we feel confident and
reassured.

We demonstrate it when we behave
consistently in line with our commitments
and values.

Developed by IPC staff, December 2014 using the Government Sector Core Values (Accountability,
Service, Trust, Integrity) and the IPC Values Accountable, Service focussed, Proactive, Independent).

Service focused

Recognising what clients/colleagues want and
need, being transparent, communicative and
articulate when delivering outcomes, and putting
others first.

When displayed, we feel able to provide direction
and focus. Providing truthful and honest advice
can be confronting. We feel a sense of
accomplishment and satisfaction, that we

have made a difference to a person’s life.

We demonstrate it when we are aware, and
make ourselves aware of customer needs, setting
and managing expectations and boundaries,
and upholding our responsibilities to others.

Independent

Being impartial and objective.

When displayed, we feel confident in our
decisions, and that our actions can be relied
on and trusted.

We demonstrate it when we have open and
transparent decision-making which involves
listening to both sides, making a decision on
available evidence, keeping accurate records,
being open-minded in our approach.

Trust

A relationship built on honesty. It means
being reliable and being able to rely on
others.

When displayed, we feel confident, secure
and supported.

We demonstrate it when we take responsibility
for our actions, act with honesty and integrity,
and show confidence in others and in our
colleagues.
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Our organisation

Accountability

Role of the Information Commissioner

The Information Commissioner is appointed by the Governor
as an independent office holder under section 4 of the
Government Information (Information Commissioner) Act
2009 (NSW) (GIIC Act). The Information Commissioner is
also the CEO of the IPC.

The role of the Information Commissioner is to promote
public awareness and understanding of the right to access
government information in NSW, and provide information,
support, advice, assistance and training to agencies and
the general public. The Information Commissioner has

the power to conduct reviews of decisions made by other
NSW government agencies and deal with complaints about
information access. The Information Commissioner also
monitors agencies’ functions, reports to Parliament on

the operation of the GIPA Act, and reports to the Attorney
General, and Minister for Customer Service and Digital
Government, Minister for Small Business, and Minister for
Fair Trading about proposals for legislative or administrative
change.

When necessary, the Information Commissioner can issue
guidelines to assist agencies and the public on:

e public interest considerations in favour of disclosure
of government information

e public interest considerations against disclosure of

government information

agencies’ functions

the public’s rights to access information

an agency'’s information guide

reductions in processing charges.

The Information Commissioner can investigate agencies
and compel them to provide information in the conduct of
inquiries.

Since September 2020, the Information Commissioner also

provides advice on projects seeking funding through the
Digital Restart Fund (DRF).

Participation in committees

During the reporting period, the Information Commissioner
was a member of the following committees:

e Association of Information Access Commissioners
(AIAC)

e Public Interest Disclosures Steering Committee — under
section BA(1) of the Public Interest Disclosures Act 1994
(PID Act 1994)

e Open Government Partnership Working Group
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e Information and Privacy Advisory Committee (IPAC)
(Chair)

State Records and Archives Board (Deputy Chair)
e The Gradient Institute Advisory Board Member.

Role of the Privacy Commissioner

The Privacy Commissioner is appointed by the Governor
as an independent office holder under section 34 of the
PPIP Act.

The role of the Privacy Commissioner is to promote, protect
and enhance the privacy rights of the NSW community,
resolve complaints and ensure agencies uphold the privacy
principles in the PPIP Act and the HRIP Act.

A key function is to educate the people of NSW about the
meaning and value of privacy by:

e responding to enquiries and educating the community
about privacy issues and possible remedies for breaches
of their privacy

e advising government agencies, businesses and other
organisations on how to ensure that the right to privacy
is protected

e receiving, investigating and conciliating complaints about
breaches of privacy

e appearing in NCAT and advising on privacy law in
privacy cases

e overseeing NSW government agency reviews of
reported privacy breaches

e researching developments in policy, law and technology
that may impact on privacy, and making reports and
recommendations to relevant authorities

e issuing guidelines on privacy principles.

Since September 2020, the Privacy Commissioner also
provides advice on projects seeking funding through
the DRF.

Participation in committees

During the reporting period, the Privacy Commissioner
was a member of the following committees:

Asia Pacific Privacy Authorities (APPA)
Privacy Authorities Australia (PAA)

NSW Integrity Agencies Collaboration Group
IPAC.



Governance and legislative responsibilities

Our governance

In 2010, the NSW Parliament passed the Privacy and
Government Information Legislation Amendment Bill 2010.
The Explanatory Note to the Bill provides:

The object of this Bill was to amend the Privacy and
Personal Information Protection Act 1998 (PPIPA), the
Government Information (Information Commissioner) Act
2009 (GIICA), the Government Information (Public Access)
Act 2009 (GIPAA) and other Acts to provide for

the following:

a) An Information and Privacy Commission (the
Commission) will be established by merging the
Office of the Information Commissioner and Privacy
NSW (with the Information Commissioner to
be head of the Commission and responsible for the
management of the staff of the Commission)...

The IPC is recognised as a separate agency under Schedule 1
to the GSE Act. The Information Commissioner is appointed
as agency head and is responsible to the relevant Ministers
and has responsibility for ensuring that the IPC and its

staff operate in accordance with all government sector
requirements.

The IPC'’s activities are supported by the IPC Audit and Risk
Committee (ARC).

The Information Commissioner reports to the NSW
Parliament on the operation of the GIPA Act.

The Privacy Commissioner reports to the NSW Parliament
on the operation of the PPIP Act and the HRIP Act.

The Committee on the Ombudsman, the Law Enforcement
Conduct Commission and the Crime Commission oversees
the functions of the Information Commissioner and the
Privacy Commissioner and reports to Parliament. The role of
the Committee does not provide for it to:

* investigate a matter relating to particular conduct

e reconsider a decision to investigate, not to investigate or
to discontinue investigation of a particular complaint or
matter of conduct

e reconsider the findings, recommendations,
determinations or other decisions the Information
Commissioner or the Privacy Commissioner has made in
relation to a particular investigation, matter or complaint.

Our legislation
The IPC administers the following legislation:

e Government Information (Public Access) Act 2009
(NSW) (GIPA Act)

e Government Information (Public Access) Regulation
2018 (NSW) (GIPA Regulation)

e Government Information (Information Commissioner) Act
2009 (NSW) (GIIC Act)

e Privacy and Personal Information Protection Act 1998
(NSW) (PPIP Act)

e Privacy and Personal Information Protection Regulation
2014 (NSW) (PPIP Regulation)

e Health Records and Information Privacy Act 2002 (NSW)
(HRIP Act)

e Health Records and Information Privacy Regulation 2022
(NSW) (HRIP Regulation).

New legislation and amendments

During the reporting period, there was one proposed
and four enacted legislative changes that impacted the
Commissioners’ functions.

Privacy and Personal Information Protection
Amendment Bill

The Privacy and Personal Information Protection
Amendment Bill 2021 was released for public consultation
on 7 May 2021. The draft exposure bill proposes to:

e establish a MNDB Scheme to require public sector
agencies bound by the PPIP Act to notify the Privacy
Commissioner and affected individuals of data breaches
of personal or health information, which are likely to
result in serious harm, and

e agpplies the PPIP Act to all SOCs that are not regulated
by the Commonwealth Privacy Act 1988.

The Commissioners made a joint submission to the public
consultation on the draft exposure bill on 25 June 2021. In
2021/22, DCJ consulted further with the IPC on the draft bill.
The IPC and the Privacy Commissioner provided significant
commentary and assistance through the course of the
development of the draft Bill.

Service NSW (One-Stop Access to Government
Services) Amendment (COVID-19 Information Privacy)
Bill 2021

The Service NSW (One-Stop Access to Government
Services) Act 2013 was amended to include Part 3A which
provides for additional protections for information collected
by Service NSW under a public health order for the purpose
of COVID-19 contact tracing.

The personal information and health information to which
Part 3A applies can only be used for:

the purposes for which it was collected, or
contact tracing, or

® investigating or prosecuting a breach of a public health
order relating to a travel permit or a declaration provided
when entering or leaving NSW.
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Governance and legislative responsibilities

Customer Service Legislation Amendment Bill 2021

The PPIP Act and HRIP Act were amended to authorise
the collection, use and disclosure of personal and health
information:

e where it is reasonably necessary to assist in a stage of
an emergency, as defined by the State Emergency and
Rescue Management Act 1989 (NSW),

e only for the purposes of assisting in the stage of the
emergency, and

e jtis impracticable or unreasonable to seek the consent
of the individual to whom the information relates.

If personal or health information is collected, used or
disclosed to assist with a stage of an emergency:

e the agency must not hold the information for longer than
18 months, unless extenuating circumstances apply or
consent has been obtained, and

e f the agency is a law enforcement agency, the
information must not be used for the purpose of
prosecuting an offence.

These changes implemented recommendations of the NSW
Bushfire Inquiry held following the 2019-20 bushfires.

Public Interest Disclosures Act 2022

The Public Interest Disclosures Act 2022 (PID Act 2022) was
assented on 13 April 2022 and will commence 18 months
after the date of assent.

As a member of the Public Interest Disclosure Steering
Committee, the Information Commissioner joined with
Committee members in welcoming the Act, which represents
a significant enhancement in whistleblower protections in
NSW, helping to ensure that reports of wrongdoing are acted
upon, and that reporters are encouraged to come forward
and are protected when they do.

The Privacy Commissioner was consulted during the
development of the Bill and supports in particular those
aspects relating to privacy, including:

e a ‘privacy contravention’ being included in the definition
of ‘serious wrongdoing’ relating to the exercise of
functions by agencies and public officials under the PPIP
Act and the HRIP Act

e the Privacy Commissioner being specified as an
‘integrity agency’ with powers under NSW privacy laws
to investigate a ‘privacy contravention’, and

e the Privacy Commissioner being a member of the
Steering Committee.
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Both Commissioners look forward to working with the
Steering Committee to support the implementation of the
new legislation. This will include:

e supporting the Ombudsman’s Office as it develops new
public and agency guidelines, reporting tools, templates
and training, and

e providing advice to government on draft regulations
under the Act.

Museums of History NSW Bill 2022

As a member of the Steering Committee considering the
approach to the proposed merger to the State Records and
Archives Authority (SARA) and the Historic Houses Trust, the
Information Commissioner contributed to the development
of the Museums of History NSW Bill 2022 (the Bill) which
was introduced into the Legislative Assembly on 22 June
2022 and passed on 10 August 2022.

The Bill would create and confer functions on the Museums
of History NSW, including functions currently exercised

by the Historic Houses Trust, incorporating Sydney Living
Museums, and the SARA. The Bill would rename SARA as
the State Records Authority with responsibility to administer
Parts 2 and 3 of the State Records Act 1998.

A key reform introduced by the Bill is an amendment to
the access provisions for State records to reduce the
open access period from 30 years to 20 years. This reform
promotes the principle of open government and brings
the access period into line with other commensurate
jurisdictions in Australia and internationally.

Obijectives of our legislation

The GIPA Act establishes an open approach to gaining
access to government information. NSW government
agencies, including SOCs, NSW government Ministers, local
councils and universities are covered by the GIPA Act. The
object of the GIPA Act is to maintain and advance a system
of responsible and representative democratic government
that is open, accountable, fair and effective, by:

e authorising and encouraging the proactive release of
government information by agencies

e giving members of the public an enforceable right to
access government information

e providing that access to government information is
restricted only where there is an overriding public interest
against disclosure.

The intent of Parliament to create the IPC as a ‘one-stop-
shop’ is supported by the legislation which provides a legal
framework in which access to information and protection
of privacy can be appropriately balanced. The GIPA Act
confirms that information sharing must commence from
the position of granting access to information. However,
this commitment to sharing information must also balance
factors including the protection of personal information.



Governance and legislative responsibilities

Practical mechanisms to promote information sharing and
protect personal information are also provided under the
GIPA Act. The PPIP Act contains provisions to confirm that
the PPIP Act does not operate to lessen any obligations
under the GIPA Act in respect of a public sector agency,
which provides the vehicle for release of government held
information of a personal and non-personal nature.

Under the GIPA Act, the Information Commissioner must
complete her review of agency decisions within 40 days of
receipt of all information. To ensure equity of service delivery
this timeframe is also applied, by convention, to the conduct
of privacy reviews by the Privacy Commissioner.

The GIIC Act establishes the role of the Information
Commissioner and provides the legislative framework
through which the Information Commissioner and IPC
staff as delegates, exercise functions in relation to the
investigation of complaints and the conduct of enquiries.

The PPIP Act establishes the role of the Privacy
Commissioner and gives effect to Parliament’s intention
that privacy and information access are separate and
discrete functions. It also gives legal recognition to the
public interest in the protection of privacy — the right of
individuals to exercise control over the availability and use
of personal information about them. The PPIP Act protects
privacy by regulating the way NSW public sector agencies
(including local councils and universities) deal with personal
information. The key to the PPIP Act is the IPPs.

The HRIP Act protects the privacy of people’s health
information in NSW. It covers information created and
collected by hospitals and other health service providers. It
also covers other public and private organisations that hold
health information. The HRIP Act contains HPPs.

Our strategic objectives

In December 2021, the IPC finalised its Strategic Plan

for 2022-2024. The Strategic Plan’s structure follows the
previous 2020-2022 plan, which is formed around the four
pillars of:

Service Delivery & Excellence
Engagement & Influence
Rights Promotion & Impact
Operational Excellence.

The IPC’s Regulatory Plan 2022 — 2024 commenced

in 2022, following the conclusion of the 2020-22 plan

in December 2021. As with previous Plans, the IPC’s
regulatory efforts continue to be guided by a risk-based and
intelligence-informed approach to regulation and align to its
regulatory objectives to:

e guide safe and effective information sharing by agencies
and build public awareness and understanding

e protect information access and privacy rights of the
citizens of NSW

e report on and foster agency compliance with information
access and privacy obligations.

Further information about the Plans, including their
development, can be found on page 57.
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IPC Strategic Plan 2022 - 2024 Summary

IPC Strategic Plan 2022 — 2024 Framework

Pillar 1: Service
Delivery & Excellence

What are we doing to improve
services to the community

Objective

Deliver quality, timely and

effective services to promote

regulatory objectives and
compliance, enabled by
effective and accessible
resources supported by

well managed and efficient

systems and processes.

Pillar 2: Engagement &

Influence

What are we doing to directly
influence regulated agencies
and engage with the public

Objective

Influence agencies and
citizens through strategic
engagement to promote

information access and

privacy rights, identify risks
and authoritatively promote
compliance to achieve
regulatory goals.

Pillar 3: Rights
Promotion & Impact

What are we doing to
anticipate and address
emerging regulatory issues

Objective

Continually improve citizen
and agency understanding of
their information access and
privacy rights and obligations

now and into the future
through provision of timely,
accurate, informative and
innovative guidance, advice,
intelligence and tools.

IPC Values

Pillar 4: Operational
Excellence

What are we doing to support
an effective, efficient one-IPC

Objective

Deliver respected, quality and
comprehensive services with
professionalism, supported by
expert operational capability
and sound good governance.

Accountable ¢ Service Focused ¢ Proactive ¢ Independent ¢ Integrity * Trust
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Reporting against our strategic objectives - Summary
Reviews &
Complaints 2021/22 2020/21 2019/20

Received 682 897 815
Closed 764 850 814

Reviews &
Complaints 2021/22 2020/21 2019/20

Received 362 538 465
Closed 422 497 464

2021/22 2020/21 2019/20
received Phone 1963 2242 1927

by type  Inwriting and in 1177 1165 855
person*

Enquiries

DRF Advices***

Information 2021/22 2020/21

accessand —qqp 43
privacy advices

(closed)

Submissions Research (includes surveys)
2021/22 2020/21 2019/20 2021/22 2020/21 2019/20

GIPA 6" 6 9 GIPA 2 1 1
Privacy 8" 9 9 Privacy 1 0 1

Publications
2021/22 2020/21 2019/20

GIPA 13 13 11
Privacy 5 11 7

* Includes in person, emails, letters, faxes and website forms
**This is made up of 5 joint submissions
***Information access and privacy advices provided IPC Annual Report [ 2021/22 25



Reporting against our strategic and regulatory objectives

The reporting against our strategic and regulatory objectives relates to the IPC Strategic Plan 2022 — 2024 which
commenced in January 2022. For more information on the plan and initiatives see page 23.
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Pillar 1: Service Delivery & Excellence

What are we doing to improve services to the community

Obijective:

Deliver quality, timely and effective services to promote regulatory
objectives and compliance, enabled by effective and accessible
resources supported by well managed and efficient systems and
Processes.

Pillar 2: Engagement & Influence

What are we doing to directly influence regulated agencies and
engage with the public

Obijective:

Influence agencies and citizens through strategic engagement to
promote information access and privacy rights, identify risks and
authoritatively promote compliance to achieve regulatory goals.

Pillar 3: Rights Promotion & Impact

What are we doing to anticipate and address emerging regulatory
issues

Obijective:

Continually improve citizen and agency understanding of their
information access and privacy rights and obligations now and into the
future through provision of timely, accurate, informative and innovative
guidance, advice, intelligence and tools.

Pillar 4: Operational Excellence

What are we doing to support an effective, efficient one-IPC

Obijective:

Deliver respected, quality and comprehensive services with
professionalism, supported by expert operational capability and sound
good governance.
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Reporting against our strategic objectives - Outcomes

Pillar 1: Service Delivery & Excellence

No.

1.1

Strategy

Provide effective advice
to agencies, citizens and
other entities (e.g. NSW
Parliament and the NCAT)

Outcome measures (KPIs)

Increased agency and citizen
engagement with IPC materials
measured through monthly
dashboard reporting

Improved record of agency
implementation of IPC advice,
including implementing privacy
by design on digital and other
projects. This will be captured via
audit or follow-up surveys

Outcomes

460,319 page views and 235,322 visits to the
IPC website

10,927 total downloads of IPC materials for
2021/22

112 DRF advices provided to agencies promoting
improved access to information and privacy

70% of practitioners surveyed indicated that they
had used IPC online resources within the past 3
months to assist them in their work

80% of agencies surveyed agreed that it was
easy to find information such as fact sheets,
guidance and guidelines on the IPC website, an
increase of 17% from 2020/21

70% of agencies surveyed agreed that the IPC
officer/s had the knowledge to answer their
questions, an increase of 13% from 2020/21

1.2

Flexibly apply resources to
meet increasing demand

Average timeframe for closures
remains stable within a margin of
10% (+/-) of 2021 levels

Information access:
— 62% of advices were completed within 14
calendar days, a decrease from 69% in 2020/21
— 73% of complaints were completed within 90
calendar days, consistent with 76% in 2020/21
—100% of reviews were completed within 40
working days, consistent with 100% in 2020/21
— 84% of enquiries were completed within 1
calendar day, an increase from 75% in 2020/21
Privacy:
— 65% of advices were completed within 14
calendar days, an increase from 60% in 2020/21
— 67% of complaints were completed within 90
calendar days, a decrease from 82% in 2020/21
— 100% of reviews were completed within 40
working days, consistent with 100% in 2020/21
- 69% of enquiries were completed within 1
calendar day, an increase from 66% in 2020/21

1.3

Proactively set citizen
expectations of the
services and advice we
can offer at their point of
engagement with the IPC

Improved outcomes of customer
surveys using previous
benchmarks (+/- 10% of 2021
levels)

Improved agency and citizen
engagement with IPC materials
(monthly dashboard)

55% of clients surveyed were satisfied with the
service provided by the IPC, an increase of 2%
from 2020/21

57% of clients surveyed indicated that IPC officers
had the knowledge to answer their questions, an
increase of 2% from 2020/21

70% of clients surveyed indicated that the
outcome of their case was clearly communicated
by the IPC, a decrease of 5% from 2020/21

58% of clients surveyed indicated that they
received a timely outcome from the IPC, a
decrease of 4% from 2020/21

10,927 total downloads of IPC materials from the
IPC website in 2021/22
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Reporting against our strategic objectives - Outcomes

Pillar 2: Engagement & Influence

No.

Strategy

Outcome measures (KPls)

Outcomes

2.1 Anticipate, shape and More government information Overall information release rate of 73% across the
respond to the digitisation | being released by agencies to NSW government in 2020/21
of government citizens through digital projects 92% of agencies reported a review of their
incorporating information access proactive release program in 2020/21
measured through surveys 112 DRF advices provided promoting improved
access to information and privacy
2.2 | Improve understanding Review currency of publications, 34 IPC resources reviewed in 2021/22 by the
of impacts of technology including advice on new Publications Review Committee
on IPC legislation to build | technologies 9 submissions to government reviews and
internal IPC capacity to inquiries on issues including digital technologies
assist agencies The IPC implemented new taxonomy labels
in 2021/22 to identify cases involving new
technology
Cyber security presentation to IPC staff from the
NSW Chief Cyber Security Officer
2.3 | Continue to demonstrate Improved IPC brand awareness Commencement of IPC Brand Awareness Survey
IPC’s proactive, around reach and reputation (brand in 2021/22
independent leadership awareness survey used to measure 73% of the community surveyed were aware that
in the management and % increase in agency awareness of they had the right to access information from at
promotion of data and IPC services and responsibility least one of the agencies under NSW information
information access laws in 2021, a decrease from 77% in
2019
387 advices provided to agencies in 2021/22
IPC Bulletin sent to over 1,500 stakeholders each
quarter.
91,038 total reach for the IPC’s boosted social
media posts in 2021/22
235,322 total visits to the IPC website in 2021/22,
an increase of 4.8% since the previous reporting
period
2.4 | Encourage agencies to Improved record of agency 112 DRF advices provided promoting improved
act on the guidance IPC implementation of IPC advice, access to information and privacy
provides including their implementation of 387 advices provided to agencies in 2021/22
privacy by design on digital and 70% of agencies surveyed said they were
other projects (captured via audit or satisfied with the advice provided to them by the
follow-up surveys) IPC, an increase of 3% from 2020/21
14 e-alerts sent to practitioners promoting IPC
guidance
82% of practitioners surveyed indicated they had
used IPC resources in the past 3 months
70% of practitioners surveyed indicated that they
had used IPC online resources within the past 3
months to assist them in their work
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Reporting against our strategic objectives - Outcomes

Pillar 2: Engagement & Influence

No.

Strategy

Outcome measures (KPls)

Outcomes

2.5 | Ensure greater consistency | Overall improvement in agency e 387 advices provided to agencies in 2021/22
of agency understanding understanding and awareness e 12 information access and privacy NCAT case
and awareness of existing | (captured via audit or follow-up notes published to the IPC website
and emerging legislation / | surveys) e 10,927 total downloads of IPC materials for
case law 2021/22
e Qver 400 agencies using the IPC GIPA Tool in
2021/22
e 538 new registrations in the IPC’s e-learning
portal, an increase from 450 in 2020/21
e 82% of practitioners surveyed indicated they had
used IPC resources in the past 3 months
e 70% of practitioners surveyed indicated that they
had used IPC online resources within the past
3 months to assist them in their work
2.6 | Effectively prepare for 100% of voluntary notifications e The IPC commenced planning for the MNDB
and deliver Mandatory are registered and acknowledged Scheme in 2021/22, including project scoping,
Notification of Data Breach | within 5 business days of receipt development of reporting measures, planning
Scheme IT requirements, consultation with agencies and
development of templates
2.7 | Strengthening Improved ‘understandability’ score | ®  75% of practitioners surveyed indicated that IPC
engagement using new on communication activities or guidance was ‘easy’ or ‘very easy’ to understand
and comprehensive ways materials (via micro-surveys) e 67% of clients surveyed agreed that information
of engaging agencies, such as fact sheets and guidelines were easy to
partners, experts and find on the IPC website, an increase of 4% from
citizens 2020/21
e New diverse resource types developed in
2021/22, including 4 animations, 1 checklist,
1 agency template letter, 1 questionnaire and
1 practice guide
2.8 | Seek to develop further Increase in the number of agencies ' ®  31.9% of agencies surveyed have used the IPC’s

external agency maturity
around their use of the
self-assessment tool

responding to IPC surveys saying
that they are using self-assessment
tools

information access self-assessment tool, an
increase from 12.3% in 2020

o 221% of agencies surveyed have used the IPC’s
privacy self-assessment tool, an increase from
10.6% in 2020

IPC Annual Report | 2021/22

29




Reporting against our strategic and regulatory objectives

Pillar 3: Rights Promotion & Impact

No.

3.1

Strategy

Elevate agency and citizen
awareness of rights and
pathways for accessing
information including
MNDB

Outcome measures (KPls)

Improved record of agency
implementation of IPC advice,
including establishment of
pathways being used by citizens
(captured via audit or follow-up
surveys)

Outcomes

73% of the community surveyed were aware that
they had the right to access information from at
least one of the agencies under NSW information
access laws in 2021, a decrease from 77% in
2019

The IPC developed an animation on the ways to
access government information in NSW featuring
the four GIPA pathways

The IPC developed animations on the Information
Protection Principles and Health Privacy
Principles

The IPC published a new simplified guide to
information access

87% of citizen formal GIPA applications were valid
in 2020/21, consistent with 88% in 2019/20

59% invalid GIPA applications subsequently
became valid in 2020/21, a decrease from 66% in
2019/20

30% increase in GIPA applications to NSW public
sector agencies in 2020/21 and consistency in
the number of reviews (an increase of 1% from
2019/20)

3.2

Identify and manage
emerging issues to inform
guidance and thought
leadership

Report number of IPC thought
leadership pieces on a quarterly
basis, noting that the dashboard
also includes analysis of
stakeholder engagement with
materials around new trends and
technologies

The Information Commissioner released the GIPA
10 year data analysis overview report (2010-2020)
in 2021/22

The IPC implemented new taxonomy labels

in 2021/22 to identify cases involving new
technology

4 statements released by the Information
Commissioner and the Privacy Commissioner on
contemporary issues

49 Commissioner presentations to stakeholders
on information access and privacy

The Privacy Commissioner hosted the public
sector leader session ‘Insights and lessons —
Preparing for MNDB’

The Information Commissioner hosted the
discussion session ‘Open Government —
Transparency and Accountability’

3.3

Continually ensure
agencies and citizens have
effective access to up-to-
date information

Improved agency and citizen
engagement with IPC materials
(monthly dashboard)

28 new IPC resources published in 2021/22

34 IPC resources reviewed in 2021/22 by the
Publications Review Committee

10,927 total downloads of IPC materials for
2021/22

319 total social media posts which included
promotion of IPC resources with 4,527 total
engagements on the posts

14 e-alerts sent to practitioners and citizens
promoting IPC guidance

31.9% of agencies surveyed have used the IPC’s
information access self-assessment tool, an
increase from 12.3% in 2020

22.1% of agencies surveyed have used the IPC’s
privacy self-assessment tool, an increase from
10.6% in 2020
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Reporting against our strategic and regulatory objectives

Pillar 4: Operational Excellence

No.

Strategy

Outcome measures (KPIs)

Outcomes

41 Implement best practice Improved internal user satisfaction |e  The IPC made various upgrades to its Resolve
systems, processes and with system and resources (staff case management system in 2021/22
resources survey) e Qverall IPC staff score was 70% for learning and
development in the 2021 People Matter Employee
Survey (PMES)
e 95.8% of IPC staff surveyed rated their
experience of working remotely as ‘good’ or
‘excellent’
e 91.7% of IPC staff surveyed agreed they have all
the equipment they need to work from home
4.2  Work in a supportive, cross | Overall staff satisfaction with e Commencement of IPC collaboration survey in
functional way across the | experience of collaborating with 2021/22
whole of IPC, including other teams on Strategic Plan e 87.5% of IPC staff surveyed rated their team’s
to deliver systems initiatives (360-degree survey) ability to work together effectively while remote as
improvement and agency ‘good’ or ‘excellent’
advice e 91.6% of IPC staff surveyed said they ‘often’ or
‘always’ feel supported by their manager and
team to do their work effectively
4.3 | Ensure human resources Decrease in the number of financial |® The IPC secured additional funding for 2021/22

and finance management
meets IPC requirements
and commitments

issues, increase in staff training
hours measured and reported on
the monthly dashboard

and will roll over unspent data breach funding into
2022/23

Over 1,346 hours invested in IPC staff training, an
increase from 1,132 hours in 2020/21

Number of financial issues captured as a
benchmark for future years and engagement

with DCS regarding corporate service charges
ongoing

Increased engagement with Treasury and Audit
Office to improve financial management
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Report on regulatory achievements

The IPC’s Regulatory Plan 2020 — 2022 contains a total of
33 identified regulatory initiatives. The plan commenced in
January 2020 and between January 2020 and December
2021, 31 (93.9%) regulatory initiatives were finalised and
2 (6.1%) were reassessed. There were no outstanding
regulatory initiatives, thus concluding the Regulatory Plan
2020 - 2022.

Regulatory initiatives from the 2020-22 Regulatory Plan that

were finalised in the reporting period are listed below:

e Contribute to review of Agency fees and charges and
lead the development of guidance

e Develop a Fact Sheet on privacy and open access with

a particular focus on councils

e Develop resources for the exercise of functions of
Ministers and Ministerial Offices under the IPC’s
legislation

e Examine the operation of the GIPA Act in the context
of digital government; increased outsourcing and
partnership arrangements and new administrative
models for service delivery

e Develop a Fact Sheet on access to information about
public officials under the GIPA Act

e Promote improved access to information at the lowest

reasonable cost through digital solutions that impact
processing and other charges

The IPC’s Regulatory Plan 2022 - 2024

NEW Information and Privacy Commission
Rogulatory Plan 2022 — 2024

- T —r IE— -
i e | S - -

Review the privacy governance framework

Develop a Fact Sheet about privacy offences

Create infographics and/or video clips on specific topics
Develop a Fact Sheet to assist people with reduced
decision-making to make an application under the

GIPA Act.

The IPC’s Regulatory Plan 2022 — 2024 commenced in 2022
and contains a total of 23 identified regulatory initiatives. At
the end of the reporting period, 4 (17.4%) regulatory initiatives
were finalised.

Regulatory initiatives from the Regulatory Plan 2022 — 2024
that were finalised in the reporting period are listed below:

Build upon the agency self-evaluation model by
enhancing use of self-assessment tools and governance
models to embed requirements

Identify cases (including test cases), conduct research
and prepare briefings for responsible Ministers to assist
in maintaining currency of legislation

Review the existing published voluntary data breach
resources and tools for currency and continued
application

Further develop relationship with IPAC to support
delivery of strategic IPC priorities.
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Pillar 1: Service Delivery & Excellence

What are we doing to improve services to the community?

34

Objective

Deliver quality, timely and effective
services to promote regulatory objectives
and compliance, enabled by effective
and accessible resources supported by
well managed and efficient systems and
processes.

The IPC met the objectives of this
pillar by:

¢ reviewing and updating the Voluntary
Data Breach process, procedures,
guidance and impact for any business
systems changes

¢ reviewing the IPC privacy governance
framework

* examining opportunities to improve the

accessibility and reach of the IPC website

including: a readability checker, search
engine optimisation, URL aliases with
simple URLs to highlight subjects

¢ rolling out the use of ‘boosts’ for social
media content

¢ improving the digital and social media
capability of the communications team

¢ establishing and maintaining and register

of key contacts and functional units under

the IPC Service Level Agreement

¢ updating the IPC Business Continuity
Plan to reflect transition to Customer
Service Cluster

¢ establishing an IPC cyber-security
incident response plan relevant to
impacted agencies

¢ identifying cases (including test cases),
conducting research and preparing
briefings for responsible Ministers
to assist in maintaining currency of
legislation

¢ expanding the IPC Rotation Policy to
include capacity for flexibility in the I&R
team for hybrid work arrangements.
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Information access
Advice to agencies

The IPC provides information to agencies to assist with
compliance, their decision-making and to support public
access to information. With the increasing application of
digital technologies across government, agencies sought
advice about the application of information access and
privacy legislation to the implementation of those new
technologies both within government and in the provision
of services to the citizens of NSW.

GIPA advices to agencies

During the year agencies sought advice on many aspects of
information access under the GIPA Act including:

e handling formal applications

e proposed amendments to legislation and regulations

e applying GIPA legislation to digital technology and
related projects, including cyber projects

e preparing Agency Information Guides (AIGs)

e managing disclosure requirements such as contract
registers

® meeting open access requirements including through
publication of information on websites as open access
data

e updating publicly available general advice for agencies.

Closed: GIPA advice by sector for 2021/22

Stream and

2021/22 2020/21 2019/20
sector
Total GIPA 168 285 340
State 117 156 111
Government
Local 33 97 192
Government
University 3 9
Minister
State-Owned 1 3
Corporation
Other 14 19 27



Pillar 1: Service Delivery & Excellence

Information access complaints

Under the GIIC Act, a complaint may be made to the
Information Commissioner about the action or inaction of
an agency in the exercise of their functions under the GIPA
Act. Matters which may be the subject of a review under
section 80 of the GIPA Act cannot be the subject of a
complaint under the GIIC Act, even if the person may be out
of time to apply for a review of a decision. The Information
Commissioner may decline to deal with the complaint

or may provide information to assist the complainant in
understanding the application of the legislation where

this occurs.

In 2021/22, the IPC received 45 information access
complaints. This represents a significant reduction of 61%
in the number of complaints received as compared to the
previous year. Prior to this, the IPC had experienced a year
on year increase for two consecutive years.

The IPC uses information from the trends and systemic
issues identified in complaints to inform the Information
Commissioner’s risk-based proactive regulatory initiatives,
such as compliance audits, which are then included in
the Information Commissioner’s published program of
regulatory activity.

During 2021/22, 73% of complaints were finalised within

90 days, compared with 76% in the previous reporting

year. The average number of days to finalise a complaint
has further decreased from 62 days in 2020/21 to 57 days
in 2021/22. At the conclusion of the reporting period, only
four complaints received remained open. A reduction in the
number of complaints together with the continued efforts by
the IPC to review and refine its complaints approach have
contributed to the improvement in timeliness.

Like previous years, of the 48 complaints finalised, the
majority were focused in the Government and Council
sectors, with the Council sector representing 56% of all the
complaints finalised.

For the previous reporting year, most complaints lodged
related to:

e decision-making processes
e open access information not being made available or not
provided.

Although decision-making processes remained one of the
key areas of complaints, the number of complaints recorded
as relating to decision-making processes has decreased

by comparison to previous years. Complaints associated
with decision-making timeframes, including not making a
decision within the statutory timeframes, has also declined
as a cause of complaint.

Reviews of agency information access decisions

During the reporting period, the IPC continued to enhance
its systems and procedures for the exercise of external
review functions. Since November 2018, the Information
Commissioner has been required to complete her external
review function within 40 working days of when the
Information Commissioner has determined that she has all
the information necessary to complete the review.

In 2021/22, the Information Commissioner finalised 100%

of all reviews received within the statutory requirements,
which is consistent with the 2020/21 reporting period. The
Information Commissioner received 317 applications for
external review, representing a 25% decrease compared
with the previous reporting period. Despite the decrease, the
number of external reviews closed was comparable to last
year, with 374 reviews closed during the 2021/22 reporting
period. As at the conclusion of the reporting period, 19
reviews remained open.

The top public interest considerations in reviews that were
finalised are listed in the table on page 36. The top three
considerations for the 2021/22 reporting period are the
same considerations reported in the previous reporting
period.

Closed: Information access complaints and reviews by
sector for 2021/22

Sector Complaints Reviews
Government 18 232
Council 27 115
University 1 17
Minister 1 6
State-Owned 0 1
Corporation

Other* 1 3

* Includes sectors which by particular operation of legislation are
designated to comply with the GIPA Act e.g. independent schools for
the purpose of working with children investigations.
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Pillar 1: Service Delivery & Excellence

GIPA external reviews for 2021/22

Top Public Interest Considerations applied by Number
agencies

s14T(3)(a) personal information 109
Information Not Held/Searches 99
s14T(1)(f) effective exercise agency function 66

s14T(1)(d) supply of confidential information/ 51
agency function

s14T(3)(b) IPP/HPP 50
s14T(4)(d) business/professional interests 33
s14T(1)(e) deliberative process of 29
government

s14T(1)(g) breach of confidence 19
Sch1(5) Legal professional privilege 17
Form of Access 16

Grand total for all issues 489

Information Commissioner audits

During 2021/22, the IPC continued its proactive audit
compliance program and proactively published its proactive
calendar of upcoming audit activity on the IPC website. The
audit process is intended to maximise the effectiveness of

a proactive approach to elevating compliance across the
regulated sectors. The identification of audits is informed by
risk/impact and intelligence assessments. The process uses
a mix of quantitative and qualitative data metrics, risk/impact
assessments, and consideration of environmental/contextual
factors for the selection of targeted audits and informing the
scope of the audit.

In the reporting period, the Information Commissioner
finalised four audits into agency compliance with the GIPA
Act. Three compliance reports were issued:

e NSW Police Force — Follow Up GIPA Compliance Audit
Phase 2 — September 2021

e Notices of advance deposit and processing charges
applied by agencies under the GIPA Act — Compliance
Audit Report — July 2021

e | ocal Government Sector — Compliance Report — July
2021

The external environment and unique circumstances
presented by COVID-19 again necessitated some changes
to the timing and approach for the conduct of the audits
identified.

The majority of the audits have been conducted as desktop
audits. A desktop audit may also form the basis of a
preliminary assessment for future compliance activity.
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A desktop audit is distinguishable from an onsite audit which
can adopt a more direct inquisitorial approach. In general,
the IPC conducts desktop audits to elevate compliance

by way of guidance, raising awareness and in some cases
making recommendations to an agency. However, poor
results or lack of cooperation by an agency may result in
further and escalated compliance action.

While the scope of the audits may vary, depending on the
risk/impact and intelligence assessments that have informed
the audit, the methodology applied is generally consistent
and includes:

e assessment of overall GIPA compliance using publicly
available annual reports and other publicly available data

e |PC Compliance Data

e agency GIPA Dashboard

e onsite audit of a random sample selection of GIPA files
against legislation

e review of policies, procedures and processes.

Following the completion of an audit, the IPC continues to
engage with the agency to monitor implementation of any
recommendations made arising from the audit.

Two of the audits completed during the reporting period
were undertaken as a broader sector review of compliance
as distinct from an agency audit. A broader sector or issue
audit has the benefit of providing insights more generally
based on a sampling of the sector, which can inform
opportunities for improvement in practice across regulated
entities, or to identify drivers that might inform the provision
of advice and assistance to members of the public.

Of the two audits, the Local Government Sector Audit was
undertaken in response to identified risks with compliance
with the open access requirements for disclosure of interests
by councillors and other designated persons. The audit of
52 councils observed that there was inadequate compliance
across the local government sector and the categories of
councils. As a result, a follow-up audit has been included in
the IPC’s program of audit activity.

The second audit on Advance Deposits and Processing
Charges focused on an examination of the factors that
inform the calculation of charges and the legislative
requirements of a notice to require an advanced deposit.
The outcome of the audit included the development of
informed and revised guidance to regulated entities.

The audit reports are publicly available on the |IPC website.


https://www.ipc.nsw.gov.au/information-access/gipa-compliance-reports

Pillar 1: Service Delivery & Excellence

NCAT activities

If an individual is not satisfied with a decision on a formal
access application, under the GIPA Act they may apply

for a review by NCAT. Applications must be made within

40 working days from being notified of the decision by an
agency, or within 20 working days from being notified of the
decision by the Information Commissioner.

The Information Commissioner has the right to appear and
be heard in NCAT proceedings in the role of amicus curiae
(“friend” of the Tribunal). The Commissioner’s representatives
can appear in proceedings to assist the Tribunal with
interpretation of the relevant legislation and issues of law.
IPC officers cannot assist the parties to the litigation.

During the reporting period, the Information Commissioner
was represented in NCAT (and NCAT Appeal Panel)
proceedings, including in matters that progressed to
hearing. The Information Commissioner made 25 written
submissions during the reporting period (a moderate
increase from 18 written submissions made in 2020/21),
including in the following matters:

e Redfern Legal Centre v Commissioner of Police [2021]

NSWCATAD 288

Hickey v Secretary, Department of Education [2021]
NSWCATAD 306

FlyBlue Management Pty Ltd v NSW Crown Lands
Department [2021] NSWCATAD 322

Norkin v University of New England (No. 2) [2021]
NSWCATAD 371

Walton v Eurobodalla Shire Council [2022] NSWCATAD
46

Australian Education Union, NSW Teachers Federation
Branch v New South Wales Department of Education
[2022] NSWCATAD 97

GIPA case activities and performance for 2021/22

O’Brien v Secretary, Department Communities and
Justice [2022] NSWCATAD 100

Moran v Shellharbour City Council [2022] NSWCATAD
112

Christopher v Independent Commission Against
Corruption [2022] NSWCATAP 118

Douglas v Commissioner of Police [2022] NSWCATAD
152

FlyBlue Management Pty Ltd v NSW Crown Lands
Department (Department of Planning and Environment)
[2022] NSWCATAD 167

Giblin v Department of Planning and Environment [2022]
NSWCATAD 232

Eric Anthony Foster v Department of Planning and
Environment [2022] NSWCATAD 235.

Case summaries of significant decisions of interest have
been published on the IPC website.

GIPA NCAT activities for 2021/22

No. files closed
2021/22

No. files opened

2021/22

GIPA 104 m

COVID-19 information access matters

Matters concerning COVID-19 continued during 2021/22.
There was a significant increase in information access
matters concerning COVID-19 with 36 received in total,
compared with 28 in 2020/21.

b tomber et Aeregedon Awrgedors i conpis

30 June 2022 2021/22 2020/21 2021/22
Advices 166 168 0 18 16 62%
Audits (combined) 53 55 5 N/A 157 N/A
Audit-AlG 49 51 3 46 N/A 29%
Audit-other* 4 4 2 140 157 N/A
Complaints 45 48 4 57 62 73%
Reviews 317 374 19 75 67 100%
Enquiries 1546 1542 0 1 2 84%
Own motion 0 0 N/A N/A N/A

* Includes general compliance audits in accordance with section 17(g) of the GIPA Act. These audits are not subject to a target time frame.
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Pillar 1: Service Delivery & Excellence

Privacy
Advice to agencies

The IPC provides information to agencies to assist with their
compliance, decision-making, and to support them to adopt
best practice when collecting, storing, using and disclosing
personal information.

Privacy advices to agencies
During the reporting period, topics included:

e application of privacy principles, legislation and
regulation to the introduction of new digital services and
technology-related projects, including cyber projects

e the development of digital identity and verifiable
credentials projects

e the collection, use and disclosure of information

including personal and health information

proposed amendments to legislation and regulations

handling of privacy breaches

use of data collection techniques

conduct of privacy impact assessments

public interest directions and privacy codes of practice.

Closed: Privacy advice by sector for 2021/22

tream an

Siiedm and 2021/22 2020/21 2019/20
sector

Total Privacy 219 284 235
State

Government 172 213 156
Local

Government 9 31 43
University 2 5 4
Minister 0 2 1
State-Owned

Corporation 2 1 2
Other* 34 32 29

* Note: the above advices are exclusive of IPC corporate advice

Privacy complaints

In the 2021/22 reporting period, 96 complaints were
received compared with 93 in the previous reporting period.
This represented a small increase of 3% over the previous
period.

During 2021/22, 67% of complaints were finalised within
90 days compared with 82% the previous reporting period.
The average days to completion increased to 80 from 66
the previous period, with six complaints open at the end of
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the reporting period. A total of 111 complaints were finalised
compared with 84 the previous period, and the increase in
completions is also reflected in the increase in overall days
to completion.

The small increase in the number of complaints received
was accompanied by an overall increased processing time,

in part attributable to increased case complexity, specifically
relating to private health providers. These cases will often
result in the issuance of a report under the HRIP Act that
requires the IPC to ensure procedural fairness to all parties.

The complaints finalised by the Privacy Commissioner
overwhelmingly relate to:

e access or refusal of access to health information —
examples include individuals seeking access to their
personal health information or in seeking to transfer their
health information to another health provider

e disclosure of personal/health information

e retention and security of personal/health information.

The majority of complaints received were about private

health service providers and individual health practitioners

where there is dual jurisdiction with the Commonwealth

regulator. Some of the complaints being lodged are by legal
representatives who are seeking information in potential
litigation matters. Complaints relating to public sector
agencies about personal information under the PPIP Act are
generally dealt with as an internal review.

Submissions on internal agency privacy reviews

The Privacy Commissioner exercises her oversight function

under section 54 of the PPIP Act, following application for an
internal review by an individual to an agency. In practice, the
IPC receives a report from the agency that outlines:

e theissues;
e the investigation of the complaint; and
e the findings and proposed recommendations.

The IPC is notified of the application outcomes from the

agency and undertakes an assessment of the report. Under
section 54(2) of the PPIP Act, the Privacy Commissioner
may make submissions for consideration by the agency if

warranted.

In the reporting period, the Privacy Commissioner received
224 privacy reviews, a 16% decrease in the number of
privacy reviews received compared with the previous
reporting period. This contrasts with the previous reporting
period, where there was an increase of 12% in the number
of privacy reviews received. This represents the first year of
decrease reported since the 2017/18 reporting period.
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The top issues/privacy principles raised in privacy reviews
are listed in the table on the right.

During 2021/22, 100% of all reviews were finalised within
the target date of 40 working days. Although there is no
statutory timeframe for completion of privacy reviews by
the Privacy Commissioner, in the reporting period, the
Privacy Commissioner continued to apply a timeframe for
completion of within 40 days. This is consistent with the
requirements for information access ensuring a consistent
and single point of service delivery standard across both
information access and privacy.

The number of average days for completing a privacy
review increased by three days, compared with the previous
reporting period. This meant the average number of days for
a privacy review to be open rose from 54 days to 57 days
from the time of naotification from the agency to the time of
closure. This is the same number of average days as the
2019/20 reporting period.

The exercise of the oversight function is dependent on

the receipt from the agency of its findings. The IPC has in
place measures to monitor and follow up receipt of finalised
reports from agencies.

Privacy Management Plans

Under Part 3 Division 2 of the PPIP Act, public sector
agencies are required to prepare and implement a PMP
and provide a copy to the Privacy Commissioner. The PMP
is an integral part of public sector agencies’ governance
frameworks as it documents how privacy obligations are
integrated into the functions and activities of the agency.

A PMP sets out the agency’s policies and procedures for
complying with privacy and the principles contained in NSW
privacy legislation. PMPs are publicly available and assist
staff in their day-to-day handling of personal and health
information, and are to be available to clients who wish to
understand how their privacy is protected and managed by
public sector organisations.

The number of PMPs received for review each year varies
from year-to-year, depending on whether agencies have new
or changed responsibilities that affect their obligations under
privacy legislation, requiring an update to their PMPs.

In the reporting period, the Privacy Commissioner received a
total of 31 PMPs for consideration. This is an 82% increase
from the previous reporting period. The substantial increase
in the number of audits flows from the proactive regulatory
initiative foreshadowed in the previous reporting period

and undertaken in 2021/22 to measure the existence and
currency of PMPs.

Closed: Privacy complaints and reviews by sector for
2021/22

Sector Complaints Reviews
Government 24 176
Council 6 39
University 0 12
Minister 0 0
State-Owned

Corporation 0

Other* 81

* Includes complaints about access to health information by private
providers under section 26 of the HRIP Act

Privacy reviews for 2021/22

Top Issues/Privacy Principle Number

IPP 11 Limits on disclosure of personal 117
information

IPP 5 Retention and security of personal 72
information

IPP 10 Limits on use of personal information 64
HPP 11 Limits on disclosure of health 55
information

HPP 10 Limits on use of health information 47
HPP 5 Retention and Security 47
HPP 9 Accuracy 31
IPP 9 Agency must check accuracy of 26

personal information before use

IPP 1 Collection of personal information for 25
lawful purposes

HPP 2 Information must be relevant, not 18
excessive, accurate and not intrusive

IPP 12 Special restrictions on disclosure of 18
personal information

IPP 3 Requirements when collecting 18
personal information

Grand total of all issues 538
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The PMPs are reviewed against the checklists and feedback
provided to agencies as required. As at 30 June 2022, 29
had been reviewed and feedback provided to the relevant
agency. The average days to review a plan in the reporting
period was 36 days. This represents an increase in the
number of days taken to review a plan from the previous
reporting year of 22 days.

Privacy voluntary breach notifications

Under the PPIP and HRIP Acts, agencies have obligations
to take reasonable steps to protect the personal and
health information they hold. A data breach occurs when a
failure has caused, or has the potential to cause, a loss of
the protection of personal or health information. Although
malware, hacking and data theft are examples of data
breaches, simple human or technical errors rather than
malicious intent are often the cause of breaches. In the
reporting period, a number of these incidences reported to
the IPC were also widely reported in the media.

While not required by law, the Privacy Commissioner
encourages agencies to make voluntary naotifications

of data breaches to her. During 2021/22, the Privacy
Commissioner received a total of 189 breach naotifications,
which represents a decrease of 14% from the previous
reporting period. By virtue of its voluntary nature, the
scheme relies on the regulated entities to self-report. Of the
data breach natifications received, the majority came from
the Government sector. Notifications made in accordance
with section 117 of the Fines Amendment Act continue to
represent a large number of the notifications made.

The data breach notifications for the reporting period are
detailed in the graph on the right.
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During the reporting period, some of the notable matters the
Privacy Commissioner also engaged directly with included:

e DCS concerning the COVID-19 Business Registration
Check-In

e A NSW Local Health District (LHD) concerning its use of
recycled paper

e Snowy Valleys Council concerning a systems
compromise
icare concerning a data breach caused by human error
NSW Education concerning systems compromise.

Included in the notifications to the Privacy Commissioner
were breaches attributed to human error which continue to
include the use of carbon copy instead of blind copy in bulk
email communications.

The Privacy Commissioner also initiated engagement in

the reporting period with the Department of Education in
response to the Human Rights Watch EdTech Report which
remains ongoing.

During the reporting period, the Privacy Commissioner
engaged with DCJ and DCS over the introduction of a
MNDB Scheme for NSW.
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Privacy Commissioner proactive regulatory initiatives

During the reporting period, the Privacy Commissioner
finalised her proactive regulatory review of compliance with
the existence and currency of PMPs. The review included
NSW government agencies, local councils and universities.
While in general PMPs are publicly available on websites, the
review observed instances of out-of-date PMPs, indicating
an absence of consideration of the purposes and role of
PMPs as part of broader governance arrangements, and
there were opportunities for improvement.

The IPC engaged with all entities captured by the review
which led to an increased review and updating of PMPs.
The Privacy Commissioner foreshadowed a follow-up review
to measure the extent of improvement which had occurred
since the initial review was undertaken.

The audit report is published on the IPC website.

NCAT activities

Under the PPIP Act, if an individual is not satisfied with the
outcome of a privacy internal review, or if their application is not
dealt with by the relevant agency within 60 days of the agency’s
receipt of their application, they may apply to NCAT for a review
of the conduct giving rise to the internal review application.

The Privacy Commissioner has the right to appear and be
heard in NCAT proceedings in the role of amicus curiae
(“friend” of the Tribunal). The Commissioner’s representatives
can appear in proceedings to assist the Tribunal with
interpretation of the relevant legislation and issues of law.
IPC officers cannot assist the parties to the litigation.

Privacy case activities and performance for 2021/22

During the reporting period, the Privacy Commissioner was
represented in NCAT proceedings with some matters settling
prior to hearing. The Privacy Commissioner made two
written submissions during the reporting period, including

in Appeal Panel proceedings Commissioner of Police (NSW
Police Force) v DVT [2022] NSWCATAP 23.

Case summaries of significant decisions of interest have
been published on the IPC website, including:

EMEF v Cessnock City Council [2021] NSWCATAD 219
FCZ v lllawarra Shoalhaven [ocal Health District [2022
NSWCATAD 79

EIG v North Sydney Council [2022] NSWCATAD 127.

Privacy NCAT activities for 2021/22

No. files closed
2021/22

No. files opened

2021/22

Privacy 53 53

COVID-19 privacy matters

Matters concerning COVID-19 continued during 2021/22.
There was a significant increase in privacy matters
concerning COVID-19 with 101 received in total, compared
with 60 in 2020/21.

Number open  Average days Average days % Completed

Case type :l:::;s:dr '1‘;;:::" at 30 Ju:e to figulisey to figulisey within farget
2022 2021/22 2020/21 2021/22

Advices 220 219 1 18 16 65%
Audits (PMP and other 32 30 1 N/A 22 N/A
audits combined)
Audit-PMP 31 29 1 36 22 52%
Audit-other* 1 1 0 4l N/A N/A
Voluntary breaches 189 199 1 24 12 79%
Complaints 96 11 6 80 66 67%
Reviews 224 231 16 57 54 100%
Enquiries 1594 1604 1 5 5] 69%
Own motion 0 1 0 N/A N/A N/A

* Refers to an agency specific audit that is neither a PMP nor voluntary breach. These audits are not subject to a target time frame.
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Digital Restart Fund

The NSW government has allocated $2.1B over a three-
year term to invest in digital transformation projects through
the DRF. It funds iterative, multi-disciplinary approaches to
planning, designing and developing digital products and
services in NSW.

The IPC reviews all digital projects to assess the privacy and
information access impacts and provides advice to the Minister
for Customer Service and Digital Government, Minister for Small
Business, and Minister for Fair Trading. Under section 10 of

the Digital Restart Fund Act 2020 (DRF Act), before approving
funding under the DRF for a project, the Minister must obtain
and have regard to advice from the Information Commissioner
and the Privacy Commissioner. This advice is required at each
stage of a project, prior to funding being released.

With the widespread increase in digital service delivery by
government, the IPC has reviewed diverse digital projects from
a range of agencies involving both government and non-
government providers. These projects can contribute to more
effective outcomes through digital service delivery. They can
also impact information access and privacy rights.

Human Research Ethics Committees
(HRECs) reporting

Under the HRIP Act, the Privacy Commissioner has issued
legally binding statutory guidelines on the use or disclosure of
health information for research purposes that require HRECs to
provide a compliance report to the Privacy Commissioner after
30 June each year.

Human Research Ethics Committee reports received for 2021/22

No.  HREC carried out between July 2021 and June 2022 Proposals Without consent pgz:;:?ri\?:';if
1 South Western Sydney Local Health District HREC 207 Yes 207
2 The University of Newcastle HREC 0 N/A 0
3 NSW Population and Health Services Research Ethics Committee 72 Yes 51
4 Hunter New England HREC 42 Yes 42
5 Greater Western Area HREC 26 Yes 26
6 St Vincent's Hospital Sydney HREC Yes
7 Aboriginal Health and Medical Research Council HREC N/A
8 Nepean Blue Mountains Local Health District HREC 65 Yes 65
9 Sydney Children's Hospitals Network HREC 99 Yes 83
10 Justice Health and Forensic Mental Health Network HREC 16 Yes
1 University of Wollongong and lllawarra Shoalhaven Local Health 0 N/A
District Social Sciences HREC
12 University of Wollongong and lllawarra Shoalhaven Local Health 6 Yes 4
District Health and Medical HREC
13 Adventist HealthCare Limited HREC 5 Yes 5
14 South Eastern Sydney Local Health District HREC 12 Yes 12
15 Northern Sydney Local Health District HREC 67 Yes 67
16 Sydney Local Health District Ethics Review Committee (RPAH 126 Yes 126
Zone)
17 Sydney Local Health District (CRGH) HREC 26 Yes 26
18 Western Sydney Local Health District HREC 4 Yes 4
19 North Coast NSW HREC 0 N/A 0
TOTAL 777 0 726
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The compliance report identifies where HRECs have approved
research proposals seeking to use or disclose personal or
health information without consent, on the basis that the public
interest in the research substantially outweighs the public
interest in maintaining the level of privacy protection provided
by the HRIP Act.

Of the 19 HRECSs currently operating, all submitted compliance
reports for 2021/22, covering a total of 777 research
proposals. Of these research proposals, 519 (67 %) used
personal or health information without consent, based on the
public interest value of the proposed research substantially
outweighing the public interest in the protection of privacy.

Public interest disclosures and
government information contraventions

Under the PID Act 1994, the IPC is required to collect and
report on information about PIDs.

The IPC website includes a fact sheet of frequently asked
questions about PIDs, and the IPC’s internal policy for PIDs.

Under the PID Act, a public sector official can report a
government information contravention, which is defined as a
failure to exercise functions in accordance with any provision of
the GIPA Act, to the Information Commissioner.

The IPC includes information about the PIDs that it has dealt
with as an investigating authority in the six monthly and
annual reporting of PIDs to the NSW Ombudsman. During the
reporting period, no matters were included in the Information
Commissioner’s report to the NSW Ombudsman.

The Information Commissioner is a member of the Public
Interest Disclosures Steering Committee, which has a number
of roles in overseeing the PID Act 1994, including advising the
Premier on the operation of the Act. When the PID Act 2022
commences in October 2023, the Privacy Commissioner will
also become a member of the Public Interest Disclosures
Steering Committee. The Steering Committee is chaired by the
NSW Ombudsman and issues its own annual report regarding
the PID Act and PIDs received by various investigating
agencies. The PID annual report can be found on the NSW
Ombudsman’s website.

Number of PIDs received by category during 2021/22

Category Made by Under a

public officials  statutory or
performing other legal
day to day obligation
functions

Corrupt conduct 0

Maladministration 0

Serious and

substantial waste 0 0 0

Government

information

contravention 0 0 0

Local government
pecuniary interest
contravention

Total

PIDs received during 2021/22

All other
PIDs

Under a
statutory or
other legal
obligation

Category Made by

public officials

performing
day to day
functions

Number of
public officials
who made PIDs

directly 0 0 0
Number of PIDs
received 0 0 0
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Pillar 2: Engagement & Influence

What are we doing to directly influence regulated agencies and engage with the public?

Objective

Influence agencies and citizens through
strategic engagement to promote
information access and privacy rights,
identify risks and authoritatively promote
compliance to achieve regulatory goals.

The IPC met the objectives of this
pillar by:

¢ contributing to the review of agency fees
and charges and leading the development
of guidance

¢ developing a Fact Sheet on privacy and
open access with a particular focus on
councils

¢ developing a Fact Sheet on access to
information about public officials under
the GIPA Act

¢ developing resources for the exercise
of functions of Ministers and Ministerial
Offices under the IPC'’s legislation

¢ developing a Fact Sheet about section
121 GIPA Act/Al/contracts/service to the
public by private entities

¢ conducting research about opening
government

¢ creating infographics and/or video clips
on specific topics

¢ reviewing feedback and content of
Executive attendance at agency-specific
fora and making recommendations to
enhance engagement

¢ developing a framework to identify
important themes that will inform
roadshows to select areas and other
activities, with input from LCRA and I1&R
as relevant

¢ incorporating and implementing
key service relationships, roles and
responsibilities under the MOU with DCS
and maintaining currency of external
contacts and functional units

¢ further developing IPC’s relationship with
IPAC to support delivery of strategic IPC
priorities

¢ building upon the agency self-evaluation
model by enhancing use of self-
assessment tools and governance
models to embed requirements.

Stakeholder engagement

Right to Know Week NSW launch event: Open
Government - Transparency and Accountability

On 27 September 2021 as part of Right to Know Week
NSW 2021, the Information Commissioner hosted an
online session for public sector leaders, information access
practitioners and interested citizens on Open Government
— Transparency and Accountability. The Attorney General,
the Hon. Mark Speakman SC MP, launched the event.

The event celebrated the 10 years of the operation of the
GIPA Act in NSW and involved a discussion about the
findings from an analysis of 10 years of data. The discussion
sought to determine if the ambitions of legislators had been
achieved and how the right to know under the GIPA Act is
operating in practice. The discussion featured government
and non-government perspectives from the Information
Commissioner, Elizabeth Tydd; Serena Lillywhite, CEO,
Transparency International Australia; The Hon. Peter Hall
QC, Chief Commissioner, NSW Independent Commission
Against Corruption; and was facilitated by Tom Burton,
Government Editor, Australian Financial Review. There
were 511 public sector staff and citizens who viewed the
online event.

Privacy Awareness Week Public Sector Leaders Event:
Insights and lessons - preparing for the MNDB

On 3 May 2022 as part of Privacy Awareness Week NSW
2022, the Privacy Commissioner hosted the public sector
leaders event: Insights and lessons — preparing for the
MNDB. The event was held at The Mint in Sydney for senior
leaders and hosted online for practitioners and public sector
staff. The event sought to assist agencies in preparing for
the upcoming Mandatory Notification of Data Breaches
Scheme, and covered insights and lessons learned across
government agencies with respect to data breaches, and
the types of systems, policies and procedures agencies will
need to prepare ahead of the Scheme’s introduction.
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The Attorney General, the Hon. Mark Speakman SC MP,
formally opened the event and it was facilitated by Martin
Stewart Weeks, Founder and Principal, Public Purpose.
Speakers at the event included Lyria Bennett Moses,
Director Allens Hub for Technology, Law and Innovation,
UNSW; David Lacey, Managing Director, IDCARE;

Scott Johnston, Chief Commissioner of State Revenue,
Commissioner of Fines Administration and Deputy Secretary,
Revenue NSW; and the IPC’s Sonia Minutillo, Director,
Investigation and Reporting. Kate Watts, Exec Director
Legal, Government Regulatory & Prosecutions, Transport
for NSW was also scheduled to speak but was unable to
attend on the day. There were 274 virtual and 22 in-person
attendees at the event.

IPC Brand Awareness Survey

In April 2022, the IPC commenced work on a brand
awareness survey of NSW public sector agencies to gauge
their perception of the IPC as a brand across the sector
including the IPC’s role and function, and agency engagement
with the IPC. The findings of the survey will be reported on in
the 2022/23 Annual Report.

Surveys on the use of IPC resources

In 2021, the IPC completed its review of recent publications,
intended to better understand their impact in terms of
audience, reach and readability. As a part of the review, the
IPC conducted two surveys requesting feedback on the
identified IPC publications: one for NSW citizens and another
for public sector agency staff.

As a result of the review, the IPC made seven
recommendations to improve the effectiveness and efficacy
of future resources. These included utilising checklists more
frequently, preparing separate resources for topics aimed at
multiple audiences instead of duplicating the same resource
across audience groups, and including an explanation of
terms and legislation, practical application, case studies, etc.
to provide practical information about topics that may not be
familiar to the reader.

Speaking engagements

During the 2021/22 reporting period, the NSW Information
Commissioner and Open Data Advocate addressed
stakeholders, participated on panels and briefed agencies at
29 speaking engagements regarding the right to information
and best practice in information and data management.

The Information Commissioner also spoke at the Public
Service Commission’s (PSC) Executive Leadership
Essentials (ELE) program quarterly throughout the reporting
period. ELE is an executive development program designed

46 IPC Annual Report | 2021/22

to build capacity in the public sector and is open to public
sector employees new to an executive role and new
executives to the public sector. These presentations focus
on building capacity to navigate digital government and
promote information governance.

The Privacy Commissioner addressed stakeholders on
privacy, participated on panels and briefed agencies at 28
speaking engagements.

Of these, the Information Commissioner and Privacy
Commissioner jointly presented at nine speaking
engagements. Both Commissioners also addressed the
NSW Right to Information and Privacy Practitioners’ Network
Forum at four quarterly meetings.

Co-regulatory engagements

During the year, both Commissioners enhanced relationships
with other regulators and independent agencies to achieve
legislative objectives including:

oGP

APPA Forum

AIAC

PAA

Public Interest Disclosures Steering Committee
Board of the State Archives and Records Authority
Office of Local Government (OLG)

NSW Ombudsman

Independent Commission Against Corruption (ICAC)
Audit Office of NSW.

The Privacy Commissioner was represented at regular
meetings of the National COVID-19 Privacy Team. These
meetings provided an opportunity to share insights and
intelligence on privacy matters arising during the pandemic
and to ensure privacy rights were maintained in projects and
initiatives responding to the pandemic.

A risk-based and intelligence-informed approach to
tailored regulatory initiatives

The IPC Regulatory Compliance Committee continues

to oversee delivery of the IPC’s commitment to effective
risk-based regulation. The purpose of the Committee is to
oversee and advise upon proactive compliance activities set
out in the annual IPC Regulatory Plan to ensure that they
remain guided by a risk-based and intelligence-informed
approach to regulation, focusing its attention and activity
upon emerging issues, entities and sectors that pose the
greatest risk to achieving IPC’s regulatory objectives.
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The Committee operates in the context of the IPC
Regulatory Framework. The Committee comprises the
Information Commissioner (Chair); Privacy Commissioner;
Director, Investigation and Reporting; Director, Business
Improvement; and the Director, Legal Counsel and
Regulatory Advice. During 2021/22, the Committee met
three times.

The role of the Committee is to:

1. review inteligence and post-case analysis to advise on
emerging risks to the annual Regulatory Plan

2. review proposals for new or changed proactive
compliance activities to address the changed environment

3. advise on any proposed amendments to the annual
Regulatory Plan required as a result of a change in the risk
environment or agency/sector performance

4. consider and recommend strategies for regulatory action
that may be suitable for consideration through future
regulatory planning processes.

The Committee considered:

e information access complaints and reviews trends in

issues and referrals

privacy reviews and complaints trends

health complaints trends

data breaches

PMP compliance

relevant NCAT decisions

disclosure of interests for local government as required by

the Information Commissioner in Guideline 1

legislative compliance broadly

e the development of systems/resources to support
intelligence

e identified proactive audits in information access and a
program of delivery of those audits.

Additionally, during the reporting period, the Committee
considered reports on the number of reviews and complaints
closed by the IPC for each of its legislated sectors in both
information access and privacy. The consideration informed
the approach to identified audits and follow up audits.

Communication and consultation

The IPC is committed to maintaining ongoing
communication with all its stakeholders. Communication
is managed via the IPC website, through social media
and other channels. During the reporting period the IPC
published:

e 143 tweets on Twitter
e 150 posts on LinkedIn
e 26 posts on Facebook

84 e-alerts to stakeholders
15 media releases

4 public statements

28 new publications.

Social media

Through the use of social media channels Twitter, LinkedIn
and Facebook, the IPC is able to communicate with
stakeholders directly. The IPC social channels provide
opportunities to raise awareness of information access and
privacy rights to citizens across NSW and remind public
sector agency staff of their obligations to citizens. The use
of social media also helps publicise key IPC resources and
drives stakeholders to the IPC website for more detailed
news and resources.

The IPC launched its Facebook page in February 2022 to
provide information to citizens on information access and
privacy matters and raise public awareness about their rights
under NSW information access and privacy legislation.

Twitter

The IPC Twitter page (@IPCNSW) had 1,022 followers at the
end of the reporting period, an increase of 63 followers from
the previous year. There was a total of 1,138 engagements
on posts in 2021/22 with 38,933 impressions. In 2021/22,
the Twitter engagement rate averaged 3.97%, an increase
from 2.34% in 2020/21 and exceeding the industry
benchmark of 0.33-1%.

LinkedIn

The IPC LinkedIn page had 1,521 followers at the end of
the reporting period, an increase of 207 from the previous
year. There was a total of 2,689 engagements on posts

in 2021/22 with 32,383 impressions. The IPC boosted
posts on LinkedIn to promote Right to Know Week NSW
2021, its video animation for councils on the publication
of disclosure of interest returns and Privacy Awareness
Week NSW 2022. For its boosted posts, there was a total
of 19,516 impressions and 103 link clicks. In 2021/22,
the IPC’s LinkedIn engagement rate averaged 5.10%, an
increase from 4.11% in 2020/21 and exc